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I recently read—and highly recom-
mend—Louis Menand’s article in the 
June 6 New Yorker, entitled “Live 

and Learn: Why we have college.” (new 
yorker.com/arts/critics/atlarge/2011/ 
06/06/110606crat_atlarge_menand)

What spurred the essay, in part, was 
the “Academically Adrift” report from 
two sociologists, Richard Arum and 
Josipa Roksa. This study has received a 
lot of publicity for its claim that colleges 
are failing to teach students “to think 
critically, reason analytically, solve 
problems, and communicate clearly,” 
primarily because of grade infl ation and 
less-than-rigorous curricula.

In his essay, Menand posits that 
there are two theories about the value 
of a college education. Theory 1 
believes that college is a sorting mech-
anism that uses a grading system to 
identify “intelligent people early on so 
that it can funnel them into careers that 
maximize their talents.” According to 
this theory, Menand says, “college is a 
four-year intelligence test” that not only 
sorts people by their innate abilities, 
but also by their aptitudes for specifi c 
disciplines to ensure that the right peo-
ple are in the right jobs. 

Theory 2 believes that colleges 
should “expose future citizens to mate-
rial that enlightens and empowers 
them, whatever careers they end up 
choosing.” The idea here is that in a 
society where people are incented only 
to learn things that will get them the 
best possible job, it is college’s role to 
expose students to thoughts and ideas 
that will make them more informed and 
culturally aware citizens. Menand points 

out that US higher education has been 
committed to both theories of college 
since 1945: “The system is designed to 
be meritocratic (Theory 1) and demo-
cratic (Theory 2).” 

To my mind, the challenge of meeting 
both goals has fueled the recent criti-
cisms of higher education—not only 
Arum’s and Roksa’s critique that col-
leges are failing in their responsibility to 
prepare our citizens, but other charges 
that colleges are not adequately ready-
ing students for the 21st century global 
economy.  

Technology has a central place in this 
debate, and it’s not just a utilitarian one. 
Technological tools have an obvious 
role in 21st century job preparedness, 
and they are also, aside from books, the 
main instrument for teaching critical 
thinking and problem solving—as well 
as one of the key conduits of an 
informed citizenry. 

Yet campus technology leaders can 
do more than simply promote appropri-
ate tool use. With all the challenges 
that higher ed faces—competition from 
for-profi t institutions, the astronomical 
rise of tuition costs, brutal budget cuts, 
an impenetrable job market, and the 
increasingly basic academic needs of 
entering students—the argument about 
the role of higher education in society 
goes beyond Menand’s twin theories. It 
goes to the heart of the future of our 
culture and our country. And campus 
technology leaders need to be doing 
more than providing the wires that facil-
itate the conversation. 
—Therese Mageau, Editorial Director
tmageau@1105media.com

CAMPUS TECHNOLOGY | July 2011

vol. 24 no. 11campustechnology.com

Does college prepare students for jobs or for life? 
And does IT care?

Whither Higher Education?

EDITORIAL DIRECTOR Therese Mageau
EXECUTIVE EDITOR Andrew Barbour
SENIOR EDITOR Rhea Kelly
EDITOR Mary Grush
SENIOR CONTRIBUTING EDITORS 
Linda Briggs, Dian Schaffhauser, Matt Villano
CONTRIBUTORS Jennifer Demski, Michelle 
Fredette, Stephen Laster, Rama Ramaswami    

CREATIVE DIRECTOR Scott Rovin
GRAPHIC DESIGNER Erin Horlacher
DIRECTOR, PRINT PRODUCTION 
Jenny Hernandez-Asandas
SENIOR PRODUCTION COORDINATOR 
Jennifer Shepard

EXECUTIVE PRODUCER, WEB David Nagel
EXECUTIVE MANAGING EDITOR Judi Rajala
ONLINE CONTENT MANAGER Kanoe Namahoe
WEB DESIGNER Brion Mills
WEB APPLICATIONS SPECIALIST Elliot McDonell
eMEDIA ASSISTANT Sarah Rajala
EDITORIAL INTERN Joshua Bolkan

PRESIDENT & CHIEF EXECUTIVE OFFICER 
Neal Vitale
SENIOR VICE PRESIDENT 
& CHIEF FINANCIAL OFFICER Richard Vitale
EXECUTIVE VICE PRESIDENT Michael J. Valenti

SENIOR VICE PRESIDENT, AUDIENCE 
DEVELOPMENT & DIGITAL MEDIA 
Abraham M. Langer
VICE PRESIDENT, FINANCE & ADMINISTRATION 
Christopher M. Coates 
VICE PRESIDENT, INFORMATION TECHNOLOGY 
& APPLICATION DEVELOPMENT Erik A. Lindgren
VICE PRESIDENT, ATTENDEE MARKETING 
Carmel McDonagh 
VICE PRESIDENT, EVENT OPERATIONS 
David F. Myers 

CHAIRMAN OF THE BOARD Jeffrey S. Klein

REACHING THE STAFF
Staff may be reached via e-mail, telephone, 
fax, or mail. A list of editors and contact 
information is also available online at 
campustechnology. com/ pages/contact-us.aspx. 
E-MAIL: To e-mail any member of the staff, 
please use the following form: 
FirstinitialLastname@1105media.com. 
CORPORATE OFFICE 
(weekdays, 8:30 am to 5:30 pm, PT) 
Telephone (818) 814-5200; 
Fax (818) 734-1528
9201 Oakdale Avenue, Suite 101, 
Chatsworth, CA 91311



IMPROVE ACADEMIC ACHIEVEMENT

In a recent survey, 95% of students using Tegrity said it contributed to their 
learning. Recently celebrating the 20 millionth student viewing of recorded 
content through Tegrity, it’s clear that together with our customers, we’ve made a 
major impact on student success. 

Tegrity Campus is a lecture capture solution that can scale affordably. So while 
other solutions are typically deployed across a handful of classrooms, the 
majority of our customers have deployed Tegrity campus-wide, bringing the 
benefit to all students.

To learn how Tegrity Campus can improve academic 
success at your institution, visit us at: www.tegrity.com

95 %

CONTRIBUTED TO LEARNING

IMPROVED GRADE

MORE SATISFIED WITH COURSE

EASY-TO-USE

81 %

74 %

97 %

Untitled-1   1 6/9/11   1:13 PM



www.campustechnology.com
CT Onl ne

campustechnology.com

Events Calendar
Jul 25 - 28
Campus Technology 2011
campustechnology.com/summer11 
Boston

Jul 25 - 28
Association for Authentic, Experiential 
and Evidence-Based Learning
AAEEBL World Portfolio Summit
aaeebl.org 
Boston

Aug 7 - 12
The Data Warehousing Institute
TDWI World Conference
tdwi.org 
San Diego

campustechnology.com/calendar

Plus…
Follow us on Twitter: 
twitter.com/campus_tech

Connect with us on Facebook:
facebook.com/campustechnology

Join our network on Delicious: 
delicious.com/campustech

Viewpoint
Is Higher Education Ready for 

“The Education Bubble”?
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California State University, East Bay streamlined the costs and complexities 
associated with managing desktop environments, and is now delivering more 
services to students, faculty, and staff, thanks to desktop virtualization.
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their choice. Find out how.

WEBINARS campustechnology.com/webinars
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NEWS
TRIPLING ENROLLMENT. In line 
with its goal to increase enrollment 
from 10,000 to 32,000 students by 
2025, Ocean County College (NJ) has 
contracted for services from Pearson 
eCollege. The institution plans to 
launch online programs to accommo-
date the planned growth. Under the new 
agreement, Ocean County has licensed 
Pearson’s online LMS, LearningStudio, 
plus enterprise analytics services and a 
learning-outcomes manager to track 
learning objectives and goals. Pearson 
will also provide digital content and 
support services in areas such as course 
conversion, integration with the col-
lege’s student information system, and 
student support and enrollment.

SOCIAL NETWORKING FOR 
RETENTION. Thanks to a $250,000 
grant from Next Generation Learning 
Challenges, two Carnegie Mellon Uni-
versity (PA) faculty members will 
study whether their Classroom Salon 
social-networking site can help Univer-
sity of Baltimore students who are in 
danger of failing introductory courses 
or dropping out of college. Designed 
to spur readers’ participation in dis-
cussions on articles and papers, Class-
room Salon (classroomsalon.org) allows 

readers to add comments, anno-
tations, and tags to passages in 
text that can be read by others. 
Project founders Ananda 
Gunawardena, associate teach-
ing professor in the Computer 
Science Department, and Eng-
lish professor David Kaufer 
believe that at-risk students may 
benefi t most from the site’s col-
laborative functions and poten-
tial for personalized instruction. 
Read more at campustechnology.
com/0711_salon.

POWERFUL A/V. MIT’s (MA) 
most energy-effi  cient building, E62, 
isn’t skimping on technological capaci-
ty. The new home for the Sloan School 
of Management has implemented 
DigitalMedia products from Crestron 
as the communications backbone to 
support A/V systems in eight class-
rooms and lecture halls, 40 study 
rooms, eight conference rooms, an 
executive dining room, and a lobby 
dining area. The DigitalMedia line 
includes switchers, transmitters, 
receivers, room controllers, and 
cabling. On a single shielded twisted-
pair wire, the network can support a 
mix of digital and analog audio and 
video signals, including uncompressed 
1080p high-defi nition video with a pal-
ette of a billion or more colors, 3D 
video, and 1,920 x 1,200 computer sig-
nals, as well as high-def digital audio, 
control, data, and Ethernet. Read 
more at campus technology.com/articles/ 
2011/05/05/mit-lays-out-crestron-av-
backbone-in-e62.aspx.

DIGITAL TEXTS ON THE RISE.
Acceptance of digital texts is way up, 
especially among users of iPads and 
other tablets, according to a report from 
market research fi rm Gartner. A full 94 
percent of responding iPad/tablet users 

either prefer reading digital texts (52 
percent) or fi nd them as readable as 
printed texts (42 percent). In contrast, a 
large portion of responding laptop users 
(47 percent) said they fi nd reading texts 
on screen more diffi  cult than on paper. 
(The next-largest group among laptop 
users, 33 percent, said the experience 
was about equal to reading printed 
texts.) The report surveyed more than 
1,500 end users in the US, UK, Japan, 
India, Italy, and China in the fourth 
quarter of 2010. 

OPEN WORKSPACE. Teleplace 
has launched OpenQwaq, a new open 
source virtual-collaboration platform 
based on the company’s fl agship Tele-
place product. OpenQwaq enables 
organizations to implement secure vir-
tual workspaces, called OpenQwaq 
Forums, that function as online offi  ces 
or meeting rooms where people can 
work and collaborate. Key features 
include drag-and-drop content sharing; 
support for sharing PDF fi les, Word 
documents, PowerPoint presentations, 
Excel spreadsheets, graphics, 3D con-
tent, and various other fi le types; col-
laborative text editing in real time; 
built-in high-fi delity VoIP, web confer-
encing, and text chat; and avatars and 
“laser pointer” controls. 

TECHNOLOGY HAPPENINGS IN HIGHER EDUCATION
Industry+Campus
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NEW OCW PRES. 
The OpenCourse-
Ware Consortium 
has named Anka 
Mulder as its new 
president. Mulder 

currently serves as the director of 
education at Delft University of 
Technology in the Netherlands; she 
succeeds Stephen Carson of MIT, 
who held the position for three 
years.

PEOPLE

For daily higher ed tech news, go to campustechnology.com/news

MIT SLOAN’S E62 building uses a Crestron backbone to 
support an impressive array of A/V systems.



Stream lectures.  
Archive athletic events.  
 Control who uploads  
and downloads content.

Manage and deliver digital media with Helix Media Library.  
With Helix Media Library, create a branded video library 
that functions like YouTube, complete with the security your 
organization needs. Helix Media Library makes it easy to upload 
existing media like MPEG, AVI, Windows Media or QuickTime 

applications area also included, such as mobile, full screen, white 
board or projector delivery, enabling the discovery, management 

Call for a free demonstration 888.444.8011  
 or visit us at Campus Technology, Booth #766, July 25 – 29.
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Wireless to the 
nth Degree
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P R O D U C T  F O C U S  michelle fredette

IT’S FALL 2011 AND your college’s Bio 101 class is 
fi lled to its 87-student capacity. More than half the students 
sit hunched over laptops taking notes. At everyone’s feet lie 
backpacks containing one or two additional devices—cell 
phones, smartphones, iPods, iPhones, you name it—all of 
which require time and space on your wireless network. 
Now pull back and look at your entire campus. Buildings 
everywhere are fi lled with students, administrators, instruc-
tors, and myriad guests, all carrying multiple devices for 
which they expect wireless support. Does your network 
have what it takes?  

It’s a question that many IT administrators worry about 
late into the night, particularly as the number of mobile 
devices on campus continues to skyrocket. Fortunately, 
today’s technology—specifi cally, 802.11n-capable wireless 
access technology—does makes it possible to equip your 
campus for today’s intensive mobile culture.

Dean College (MA) and Utah State University both 
recently upgraded their wireless networks to the 802.11n 
standard. For Dean, upgrading its wireless capabilities was 
part of a complete network overhaul that included revamp-
ing the LAN connections and replacing the phone system.  

“Before, as at many colleges, the infrastructure was not 
thought about really, so there was no planning, no develop-
ment, no strategy,” says Russell Prentice, director of informa-
tion services at Dean. “After a while, systems were failing, 
mail would stop working intermittently, and networks would 
crash. People didn’t have a good feel for the infrastructure, 
so quite a lot of people duplicated everything on paper.” 

Utah State, which started its wireless-upgrade process 
around four years ago, received its fi rst shipment of 961 

access points at the beginning of this year. The university’s 
goal is to establish a wireless network that will also serve as 
its primary network, says Eric Hawley, CIO. 

This means eliminating problems commonly associated 
with wireless networks, such as “network congestion, 
bandwidth latency, lack of coverage, devices that don’t 
roam well, and the poor quality of service when you’re run-
ning voice and video,” explains Hawley.

Both schools have the ultimate goal of creating cam-
puses that are almost completely wireless, with the excep-
tion of data centers and servers, which would remain wired. 
The 802.11n-standard access points (AP), which enable 
more device traffi c to fl ow at higher speeds, are the means 
to that end. 

With a data rate of up to 600 megabits per second, the 
n-standard APs achieve speeds up to six times that of their 
predecessors, 802.11a, b, or g, and they can support 50 to 
100 client connections at once, even if those clients are 
using bandwidth-intensive applications that stream video or 
deliver voice over wireless LAN. They incorporate MIMO 
(multiple-input, multiple-output) antenna systems that can 
bounce radio waves off walls and other obstacles, and 
reach the desired receiving device from different paths, or 
spatial streams. Among other things, MIMO enables faster 
transmission and wireless access in places that were hard 
to penetrate with earlier wireless technology. 

802.11n incorporates a new, third spatial stream, which 
Kevin Secino, global product marketing manager for mobil-
ity at HP, compares to opening a third lane on a highway.

“You get more traffi c through three lanes than two,” 
explains Secino. “You can think of this in a similar fashion.

Wireless access points that utilize 
the 802.11n standard offer 
superfast speeds and can 

simultaneously support a multitude 
of bandwidth-hogging devices. 
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Everybody On

HP recommends Windows® 7.

Equip them for real-world performance with
the advanced computing engine of the all-new
HP Z210 Small Form Factor Workstation, 
powered by the new Intel® Core™ i3 processor.1

Get horsepower that enhances productivity and features that drive inspiration. 
In a design that makes the most of every inch of workspace and 

a price that makes the most of your budget, the HP Z210 Small Form Factor 
Workstation gives students the tools they need to make big ideas happen.

TOMORROW’S 
ENGINEERS—
TODAY’S ENGINE

*Monitors sold separately.

1-866-322-2175
hp.com/go/8engineer

Not all features are available in all editions of Windows 7. Windows 7 systems may 
require upgraded and/or separately purchased hardware and/or a DVD drive to 
install the Windows 7 software and take full advantage of Windows 7 functionality. 
See http://www.microsoft.com/windows/windows-7/ for details.
 
1. Intel’s numbering is not a measurement of higher performance. 2. Pricing available for 
product number VA763UT#ABA while supplies last and is subject to change.
 
© 2011 Hewlett-Packard Development Company, LP. The information contained herein is 
subject to change without notice. Intel, the Intel Logo, Intel Inside, Intel Core, and Core 
Inside are trademarks of Intel Corporation in the U.S. and/or other countries.
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P R O D U C T  F O C U S

We’re able to transmit more data through three streams 
than two.” The three-stream technology is also completely 
compatible with one and two spatial streams, as well as 
a, b, and g technology.

Band steering, a common feature of most access-point 
devices, helps to keep traffi c fl owing smoothly on all three 
spatial streams. Band steering is the process by which an 
AP detects when a client device is n capable and steers 
that device onto the 802.11n streams, so legacy devices 

can use the 802.11a, b, and g streams. 
“Even if you have a device that supports 11n, it wants to 

stay on g if it can,” explains Prentice. The Aruba APs 
installed at Dean force such devices onto n, freeing up 
space for other devices on the other bands. “If all the 
devices are trying to get to g, then it oversubscribes. This 
balances things out,” he adds.

Network Architecture
Most access points utilizing 802.11n standards have com-
parable speeds and performance. As a result, when it 
came time to select a vendor, each college made its choice 
based largely on its specifi c situation. Dean College, for 
example, was replacing a legacy network that included 
“three different versions of wireless, none of which talked 
to each other,” says Prentice. As a result, the school was 
looking primarily for stability. 

“We can only change things every fi ve years, if we’re 
lucky,” Prentice explains. “It had to be something that could 
be tried, tested, and be solid,” 

Utah State settled on APs from Meru Networks that enable 
“a macro-cell, single-channel technology,” Hawley says. 

“Meru is really an RF [radio frequency] company, and 
they took a totally different engineering approach,” says 
Hawley. Normally, access points have three channels to 
work with: 1, 6, and 11. Two APs operating on the same 
channel near each other can cause interference and qual-
ity degradation. In high-density areas where you might 
need more than three access points, it’s tricky to architect 
the AP layout, and the overall effectiveness of your cover-
age is impacted. Meru APs are available in single or dual 
radio models, but its virtual-cell technology allows its APs 
to operate on a single channel without interference. 

“We didn’t think [the single-channel technology] would 
work,” recalls Hawley, but, during a demonstration, Meru 
connected 500 clients to access points running on one 
channel in a 20- by 50-foot room and “blew density out of 
the water.” 

Hawley adds that running most of the campus on one 
channel makes setup easier, reduces the number of overall 
access points, and contributes to more stable roaming. It 
also enables the university to set aside a separate channel 
specifi cally for researchers without having to worry about 
interference.  

Another feature worth considering is beamforming, 
which creates better coverage by optimizing the link 
between clients and APs. Included in many vendors’ 

802.11n AP technology, beamforming can reduce power 
usage as well as interference, enabling APs to operate at 
stronger signal strengths with less concern for channel 
overlap.

“Beamforming helps you get higher throughput for greater 
distances, because it’s concentrating the energy toward your 
device, rather than sending the energy everywhere,” explains 
Jeff Schwartz, HP’s global product manager for mobility.

Beamforming enables the access points, which usually 
contain three transmitters, to time transmissions so pack-
ets arrive at their destination at exactly the same time. With 
prior technology, Schwartz says, the three radios would 
transmit, and traffi c from one would arrive slightly before 
traffi c from another, because they took different paths. 

There can be a downside, however. Beamforming relies 
on a signal exchange between the access point and the 
receiving device, which can be less effective if a device is 
moving around and the signal has to be repeatedly reset.

With exponential growth in the numbers of wireless 
devices on campus, schools are quickly having to adjust to 
these more complex networking challenges, and are 
employing sophisticated options for managing their net-
works. At this point, there’s no doubt that 802.11n repre-
sents the best wireless technology on the market in terms 
of bandwidth, speed, security, and network management. 
At least for now. 

Michelle Fredette is a writer and editor who splits her time 
between Portland, OR, and Seattle.

The n-standard access points achieve speeds up to six 
times that of their predecessors and can support 50 

to 100 client connections at once.
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ONLINE EXCLUSIVE: 

Buyer’s Guide to Wireless 
Access Points
Sponsored by GovConnection

Visit campustechnology.com/0711_wireless for a 
complete buyer’s guide to the latest 802.11n wireless 
access points, sortable by features, price, and more.
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Students get the information they need, when they 

need it.

• Record onscreen activity and presentations

• Produce in multiple file formats

• Publish to multiple destinations

• Give students searchable video

Don’t change a thing about how you lecture.  

Just add Camtasia Relay.  It’s easy—and affordable. 

Learn more at www.camtasiarelay.com

TechSmith Corporation

www.techsmith.com

1-800-517-3001
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Count On Us for Support 
Throughout the IT Lifecycle 
We’re Your All-Access Pass to an Optimized Infrastructure

 Contact an Account Manager to learn more today.

We’ve got IT covered, from inventory planning to asset disposition—and everything in between. 
Whether you are looking for a new approach or want help navigating the ever-changing 
licensing landscape, GovConnection offers the services to help you reach your IT goals.
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• Software Upgrades and Data Migration
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• Asset Management

• Printer Assessment and Managed Print Services

• VDI (Virtual Desktop Infrastructure) Assessments
• Software Licensing Solutions
• Streamlined Purchasing Processes
• Upgrade Protection Plans

• Locked-in Price Protection

We also offer the HP servers that will lay the groundwork for a best-in-class optimized infrastructure. 

Featuring the latest Intel® Xeon® 5600 series processor technology, HP ProLiant G7 Servers 

come packed with highly expandable feature sets that make them ideal choices 

for consolidation and virtualization environments.

HP ProLiant DL360c G7 Server Blade
� (2) Intel® Xeon® Processor E5606 � 8MB L3 cache, 2.13GHz � 4GB RAM (192GB max.) 
� Fits up to (8) 2.5" SAS/SATA HDs � DVD±RW � 6 PCIe expansion slots 
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A Sprawling  
Data Center 
Takes Up More 
Than Space
Reclaim Your Infrastructure 
with HP Servers that Pay  
for Themselves

©2011 GovConnection, Inc. All rights reserved. GovConnection is a registered trademark of PC Connection, Inc. or its subsidiaries. All copyrights and trademarks remain the property of their 
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You want to optimize your IT infrastructure and maximize 
your resources. So maybe you’ve already started consolidating 
servers to begin virtualization. Or maybe you’re not sure where 
to begin. That’s where we come in. Our Server Assessment 
examines your existing IT environment and offers detailed 
insights into your inventory. The assessment provides accurate 
performance and utilization information, so together we can 
identify which servers are your best consolidation candidates. 

GovConnection’s Server Assessment  
offers a report detailing:
  How your servers are performing today

 How your servers stack up against industry norms

  Specific ways to save money and lower your total 
cost of ownership

Does This Sound Like  
Your Server Scenario?

1.800.800.0019
www.govconnection.com/serverassessment

Look inside to learn more about gaining 
performance, efficiency, and reliability 
with the HP ProLiant DL360 G7 Server 
and Intel® Xeon® 5600 processor family.

  Call your Account Manager to get started with a Server Assessment today.

Call to see if you are eligible for special contract pricing  
or special government and education pricing.
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Consolidate Your Servers  
and Achieve ROI in as 
Little as 3 Months!

HP ProLiant G7 Servers are powered by the latest 
Intel® Xeon® 5600 series processor technology and 
come packed with highly expandable feature sets  
that make them ideal choices for consolidation and 
virtualization environments. They are a perfect  
high-speed solution for improving utilization and 
reducing server and virtualization sprawl. They  
offer the performance, reliability, and flexibility  
your data center needs to stay on top of its  
day-to-day operations. 

Why Make the Move to  
Next-Generation HP Servers?
� Achieve up to 97% savings in power and cooling
� Attain ROI in as little as 3 months
� Up to 20:1 server consolidation ratio
� Free 24 × 7 remote support

Call your Account Manager to get  
started with a Server Assessment today.

1.800.800.0019
www.govconnection.com/serverassessment

More of What You Need in Less Space
�  DL360 G7 offers a new level of high performance, power efficiency, 

and adaptability with Intel® QuickPath, Integrated Memory Controller, 
Turbo Boost, Intelligent Power Technologies, and Trusted Execution Technology

�  Up to 384GB RAM, dual-processor support, and up to a 94% efficient power 
supply offer maximum performance and efficiency in a 1U space

Smart and Flexible for  
Complex, Dynamic Environments
�  Insight Control software-based support for essential infrastructure management 

that speeds server deployment, proactively manages health, optimizes power 
management, and offers control from anywhere

�  iLO 3 allows powerful, hardware-based remote administration and control from 
a standard Web browser to conserve valuable IT staff resources

Simplified Server Management
�  Clean, tool-free, mechanical design enhances reliability and simplifies 

configuration and maintenance

�  Server commonality increases IT productivity and manageability by using 
common supplies and components to simplify spare parts inventories Smart Buy HP ProLiant DL360 G7 Server

� Intel® Xeon® Processor E5506 � 4MB L3 cache, 2.13GHz 
� Supports 2 processors � 6GB RAM (384GB max.) � DVD±RW 
� Fits up to (4) 2.5" SAS or SATA HDs � 2 PCI expansion slots 
� 2 Dual Gigabit NICs � HP Smart Array P410i/256MB FBWC controller 
� RAID 0, 1, 5, 10, 50 support � 1U � 3-year warranty
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L E A D E R S H I P  stephen laster

Project Rescue: Building 
a New Vision for IT
After leading his team to some rapid successes, our CIO questions the 
role of the IT group on campus—and develops a road map to the future.

THIS IS THE FINAL INSTALLMENT in a four-part 
series that follows the exploits of Gene, the established 
CIO of a sizable IT organization at a top 100 university. 
Gene had been working with his team to regain the trust 
of the campus through Project Rescue, a 30-day turn-
around plan focused on demonstrating IT’s value. Project 
Rescue had two primary objectives: Implement a more 
transparent planning and governance process, and deliver 
a series of quick wins around some visible projects with 
high customer value. When we last left Gene, the project 
was struggling but heading in a good direction.

Gene was in high spirits as he walked out of his cabinet 
meeting in early November: His team had successfully 
completed Project Rescue, and he was congratulated for 
meeting the needs of the campus. 

In just 30 days, his team had been able 
to add support for mobile devices, 
improve the wireless network, implement 
a hosted student-collaboration space, 
and move forward with desktop video-
conferencing—projects that were all well 
received on campus.  

As part of Project Rescue they had also 
introduced an open and collaborative 
governance process. Priorities, capaci-
ties, and costs were openly discussed, 
and Gene’s colleagues had a growing 
understanding of—and appreciation 
for—the role of IT.

But Gene knew better than to rest on 
his laurels. In order to deliver on these 
improvements, his team members had 
delayed a lot of less sexy work. They were 
behind on some upgrades and patching. 
They had also called in a lot of favors from 
key staff, and employees had put in some 
very long days. The collaboration in plan-
ning and governance was working, but 
would his colleagues understand that less 
glamorous work also needed to get done?

Sustaining the “New IT” Approach
Gene knew that his team had learned and grown from the 
Project Rescue experience. As senior managers, they 
were now more focused on mentoring and developing 
staff. Their new planning and governance process was 
building buy-in for future projects across the campus. 
They were also thinking like owners: looking for opportu-
nities to please customers and taking calculated and 
appropriate risks. Gene knew that all of this would serve 
them well, but he wasn’t sure it was enough to sustain and 
deliver the kind of IT that the campus demanded.  

To Gene, the IT organization needed to be able to 
react quickly and embrace new technologies easily. He 
continued to be haunted by an article written by Nick 
Wingfi eld in The Wall Street Journal back in 2009. In the 
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L E A D E R S H I P

piece, “It’s a Free Country…So why can’t I pick the tech-
nology I use in the offi ce?” Wingfi eld argued that IT shops 
just didn’t get it—people wanted and deserved great 
technology freedom. Wingfi eld questioned why he had a 
wider range of technology at home than in his offi ce, and 
wondered what this meant for the future of the corporate 
IT organization. 

Gene recognized that Wingfi eld’s criticism applied 
equally to his campus, but he also knew he needed to 
secure institutional data and provide support when his 
campus customers got into trouble. Above all, he knew that 
he was on the hook for technology uptime and stability. So 
how could the new IT organization sustain rapid response, 
broad choice, high uptime, robust security, and stability in 
the IT environment?

A Brave New World
Inspired by his managerial blog subscriptions, Gene began 
to see a path forward. To sustain the “New IT” organization, 

Gene needed to implement a true paradigm shift: IT should 
not just be about building and running things. Instead, it 
should be about integrating solutions and services based 
on standard interfaces, repeatable processes, and well-
defi ned service catalogs. 

In a strange twist, Gene realized, standardization cre-
ates an opportunity for experimentation and fl exibility by 
freeing up existing resources. The fewer solutions Gene 
and his team ran themselves, the more experimentation 
they could offer—and the time had come when they could 
rely on others to host and run solutions. Perhaps IT in 
higher education had fi nally reached a point where it was 
time to shed old businesses and business models and 
embrace a truly integrated world?

In such a world, Gene and his team would continue to 
steward core and confi dential data, user identities, roles, 
and user entitlements. They would be experts in integration 
and federation, and would embrace solutions that sepa-
rated data, logic, and user experience. In this way, they 
would become experts in “mashing up” user experiences 
to deliver a custom product based on vanilla solutions and 
solution providers. On the support side, they would clear-
ly articulate what they could do as experts, and what they 
simply did not know how to do. The items in the catalog 
they committed to handling would be delivered through 
repeatable processes, so that the IT staff could function as 
trusted advisers.  

To make this approach work, Gene’s team would need 
to have a deep understanding of the market, commit to 
open standards, and look to other providers when it made 
sense. The team had to take pride in creating research and 
development capacity by shedding services, and seek to 
partner with the university on the never-ending stream of 
new ideas and needs.

Bringing the New World Alive
It was wonderful envisioning what such a world would 
offer:

 Standards-driven, tiered solutions
 A robust integration practice
  A well-defi ned service catalog in sync with the needs 
of the campus

 A commitment to rapid innovation  
But could this really happen with his team at his institution? 

As Gene packed up for the day, he realized that every-
thing comes back to people and culture. For his vision of 

the “New IT” to work, he’d need to make and meet a new 
set of commitments to guide his colleagues, his team, and 
his campus; build a plan that was agile and that created 
value during the transition; persuade others to commit and 
contribute; and, most of all, he would need to lead.  

Gene’s role would be transformed from chief technology 
operator and fi refi ghter to that of inspiring evangelist. He 
would recast the role of the CIO as one where his primary 
responsibility would be to understand the state of the art, and 
apply what he learned to the needs of the campus. And he 
would lead a team that could carry out its mission with excel-
lence, fl exibility, and a strong sense of humor. Can this CIO 
survive? Yes, if he remembers what he has learned. 

Stephen Laster is CIO of Harvard Business School (MA). 

What will the “New IT” look like on your campus? Join the 
conversation at campustechnology.com/projectrescue. 

Perhaps IT in higher education had fi nally reached a point 

where it was time to shed old businesses and 
business models and embrace a truly integrated world?

CT2011SPOTLIGHT
At the Campus Technology 2011 conference in Boston, 
July 25-28, Stephen Laster will conduct a special 90-
minute case study session on a struggling university CIO, 
helping participants apply lessons learned to their own 
institutional situations. For more information, go to 
campustechnology.com/summer11.
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A panel of leading educators and vendors discusses the future 
of the LMS and the innovations needed to make it integral to 
21st century learning.

LMS?
QUO VADIS, 

JOSH BARON
Senior academic technology offi cer
Marist College (NY)

BRIAN WHITMER
Co-founder 
Instructure
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THE LMS MARKET IS IN FLUX. According to a 2010 survey conducted by 
the Campus Computing Project, Blackboard’s dominance of the higher education market 
declined from 71 percent in 2006 to 57 percent in 2010. Open source alternatives Moodle and 
Sakai have continued to make inroads, as has Desire2Learn—together they now control over 
30 percent of the market. The entry of Instructure, whose Canvas LMS recently scooped up 
the business of the Utah Education Network, provides an additional plot twist. And hanging 
over it all is the imminent migration of hundreds of legacy Blackboard clients to new systems 
as their existing platforms are retired.

Often overlooked in the numbers game, though, are more fundamental—even philo sophical—
questions about the evolving role of the LMS and its ability to meet the needs of higher 
education today. If the debate of recent years has been between open source and proprietary 
systems, the focus is gradually shifting to how all of these systems will tackle the thorny issues 
of informal learning, social networking, assessment, and a mobile learning environment. 

To gauge what the future may hold, CT asked leading technologists, educators, and vendors 
for their thoughts on the evolution of the LMS in higher education.?

IAN SMISSEN
Director, eLearning Strategies
Desire2Learn

BRIAN VOSS
Vice chancellor for IT and CIO
Louisiana State University



CT: What is the most important 
issue facing LMSs today?
Brian Voss: Getting faculty to make use of 
it. If people don’t use the LMS—or don’t 
understand it—then its value is decreased. 
I think we must continue to focus less on 
the LMS itself and more on how to help our 
faculty make use of it. Then, through their 
use, shape its development in support of 
teaching and learning.

Brian Whitmer: LMSs need to embrace 
openness. We’ve seen a little bit of this, but 
there’s plenty of work left to do. The tradi-
tional LMS is a walled garden. It’s data in, 
nothing out. There are powerful tools all 
over the internet, and education companies 
need to learn how to work with these tools 

instead of trying to rewrite and replace 
them. This means that LMSs are going to 
have to become more open and fl exible, 
because the walled-garden approach won’t 
work anymore.

Josh Baron: The LMS must evolve from 
systems that simply automate teaching, 
learning, and research collaboration to 
technologies that also facilitate, and even 
drive, true innovation—innovation that 
fundamentally changes how academia 
works. The ability to post a syllabus (a sta-
ple automation function of any enterprise 
LMS) needs to be complemented with 
capabilities that embrace the participatory 
culture of our students and faculty. Ulti-
mately, if the LMS cannot evolve beyond a 
tool to automate education, it will likely 
become extinct.

Ian Smissen: The biggest challenge for 
LMSs today is the tension between being a 
one-stop shop for e-learning (incorporat-
ing the tools and features required by most 
teachers and learners) and providing the 
fl exibility and extensibility to enable easy 
access to a range of third-party and cus-
tom-built learning tools—all in a scalable, 
reliable, and secure package.

CT: How will mobile tech infl u-
ence the LMS?
Michael Feldstein: Mobile is going to be a 
struggle for LMS developers. These systems 
were designed with the PC in mind. On a 
deeper level, we have to ask what teaching 
and learning tasks make sense on a tablet or 
a mobile phone. So far, LMS developers 
have been working to make their discussion 
boards available on the iPhone and the like. 
That’s important foundational work, but I 
haven’t seen any indication yet that they 
have ideas about what’s unique about 
m-learning.

Smissen: Mobile technologies off er the 
opportunity to get closer to the “anytime, 
anywhere” claim so frequently touted as a 

benefi t of e-learning. An LMS needs to be 
accessible from mobile devices, be they 
media players, phones, tablets—or whatev-
er device the future may bring—to really 
enhance learners’ ability to interact when 
and where they need to.

Mark Frydenberg: LMSs will need to cre-
ate a user experience that takes advantage 
of the features of cell phones and tablet 
devices. Learning exercises may include 
more simulations and multimedia, and 
fewer multiple-choice questions. Mobile 
LMSs will need to give students the ability 
to work offl  ine. While most students using 
smartphones have data plans, and students 
use wireless internet access for their tab-
lets, netbooks, and laptops, there are still 
many places where internet access is not 
always available.

Whitmer: Mobile technology is going to 
give birth to new forms of communication 
and collaboration that will impact online 
learning. Since typing on a mobile device 
is hard for long messages (writing a term 
paper on an iPhone sounds like an exercise 
in futility to me), I think we’ll start to see 
video messaging become more common. 
That’s one very basic example, but it is 
probably just a hint of the kinds of change 
that will happen in communication as 
web-enabled mobile devices become ubiq-
uitous. It’s exciting to see geo-location and 
video chat take off  in the mobile ecosys-
tem where they didn’t so much in a desk-
top environment. I look forward to seeing 
how these technologies aff ect interactions 
in an education setting.

CT: How will electronic learn-
ing content affect the LMS?
Feldstein: This is actually linked to the 
question about mobile. The development 
that is fi nally making e-textbooks feasible 
is the tablet, where LMSs don’t really play 
well yet. Furthermore, the LMS isn’t well 
designed for sustained content interaction. 
What we’re likely to see is LMSs providing 
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“Mobile is going to be a struggle for LMS 
developers. These systems were designed 

with the PC in mind.” —Michael Feldstein, Cengage Learning

Josh Baron
Senior academic technology offi cer
Marist College (NY)

Michael Feldstein
Senior program manager, MindTap MindApps
Cengage Learning

Mark Frydenberg
Senior lecturer and instructional 
software specialist
Bentley University (MA)

Matt Leavy
CEO, Pearson eCollege

Ian Smissen
Director, eLearning Strategies
Desire2Learn

Brian Voss
Vice chancellor for IT and CIO
Louisiana State University

Brian Whitmer
Co-founder, InstructureLM
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services (e.g., discussion, homework drop 
box, quizzes, etc.) that can be presented in 
an e-reader, and e-textbook activities will 
return grades back to the LMS.

Matt Leavy: The LMS as a technology 
tool is nearly valueless without high-qual-
ity electronic learning content. And elec-
tronic learning content is of limited value 
without the functionality associated with 
an LMS, including assessment, social 
interaction, outcomes management, aca-
demic structure, measurement, and 
reporting. The future of the LMS and 
electronic learning content are entirely 
intertwined in a model that looks more 
like the exploding market for assessment-
driven learning applications than the 
PowerPoint posted to a website/LMS 
(which is still all too common).  

The demands of electronic content are 
already driving much of the development of 

the most serious LMSs. The impacts range 
from simple functionality like streaming 
video to more sophisticated development 
around building outcomes-management 
systems, content repositories, assessment 
and analytics systems, standards-based 
data systems, and content exchange/rating 
systems. As the sophistication increases, 
the authoring process is being developed to 
eliminate friction, so that faculty, instruc-
tional designers, students, and publishers 
can all make use of sophisticated tools as 
well as inject teach-ready courses or mod-
ules into their environments.     

CT: How will the LMS change 
the nature of instruction and 
assessment?
Whitmer: I actually don’t think the LMS 
should change instruction. I think good 
teaching is good teaching, and technology 
shouldn’t get in the way of that. Really great 

educators, whether they’re in a classroom or 
on YouTube, know the best way to share 
knowledge with their learners. We should 
be focusing on giving them the right tools to 
do that, rather than asking them to shift 
their approach to accommodate fl ashy new 
technologies.

Voss: I believe the LMS is already changing 
the nature of instruction, as teachers begin 
to see the power of such tools to expand the 
ways they teach. They can gather more 
information into a more usable structure, 
and thus improve access to materials and 
content. They can make the routine matters 
of instruction more automated, allowing 
them to focus on scholarly transfer of knowl-
edge. As for assessment, I’m not sure this 
has been addressed yet. But I fi rmly believe 
that the LMS is not the solution—though it 
could be a tool. Fundamentally, academia 
must wrestle with what assessment is and 
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FOR MANY PEOPLE, Facebook is the embodiment of what web 2.0 tools 
are all about: the social interaction, the user-generated content, the 
sheer scope of the connections possible. It’s a phenomenon that has 
swept the country and energized revolutions a world away. CT asked the 
panel to weigh the lessons for the LMS of Facebook’s success. 

Baron: For decades we have known that there is a social component to 
education, so it should come as no surprise that connecting people with 
common teaching, learning, and research interests across our institu-
tions has signifi cant implications. We are also coming to understand 
that efforts to push academics into this new social dimension of stu-
dents’ lives is similar to attempting to lecture at the bar on Friday night: 
Just because students spend a lot of time on Facebook socializing 
doesn’t mean that they want their courses to be held there. These real-
izations should push LMS developers to incorporate new forms of social 
networking that are designed specifi cally to enhance academics. These 
would also provide students and faculty with a protected environment to 
network with their peers and instructors—much as our physical cam-
puses do today.

Frydenberg: Integrating social-networking features in LMSs could be 
useful. LMSs may take on additional features of social networks, allow-
ing students to post profi les and connect with their classmates. Teach-
ers and students could post to the class’s wall page, share ideas, 
interesting blog posts, videos, or other online resources. There could 
be group pages for group projects. Imagine going to your LMS to see 
which of your classmates are logged in and working on homework, so 
you can chat with them. This could change the in-person classroom 
dynamic as it becomes easier for students and teachers to know their 

classmates. The social LMS may extend beyond the physical class-
room, allowing students to connect with peers in similar courses from 
other universities. On the other hand, it creates the possibility of a 
popularity contest in the classroom. Do we want really want students to 
“Like” our lectures?

Whitmer: Facebook is teaching us that communication needs to be at 
the forefront of web interactions. Facebook is all about conversations, 
and how interactions between individuals can bring about signifi cant, 
sometimes surprising results. Meaningful communication, both struc-
tured and unstructured, is one of the most powerful tools for effective 
education. We’re seeing examples of the power of communication 
from Facebook, and also from startups like OpenStudy, Piazzza, and 
Inigral. Presentation of content is important and useful, but if that’s all 
the LMS has to offer, it will be replaced by Wikipedia or Google 
Search.

Feldstein: It’s not what you know. It’s who you know that can help you 
expand what you know.

Voss: Ease of use and intuitiveness certainly are big draws to Face-
book. But there are many factors that I don’t believe allow for a direct 
transfer of “coolness” between the two. Let’s 
also remember that LMSs can be viewed as a social network, but usu-
ally as a society tightly defi ned to a given class. What many people 
also miss in the rush to Facebook-ize the LMS is that Facebook does 
have issues—privacy being one. And while good sense should govern 
our privacy concerns in Facebook, there are laws (FERPA) that dictate 
privacy with the LMS.

WHAT LMS DEVELOPERS CAN LEARN FROM FACEBOOK
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has the equipment for your imaging needs.
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how to do it; then we can look at whether the 
LMS is a useful tool for that purpose.

Baron: Today’s learning, whether on the 
ground or online, tends to take place in 
fairly closed learning environments that are 
isolated from the real world. If the LMS 
begins to embrace the movement toward 
openness in education, it will begin to 
break down this artifi cial barrier, allowing 
knowledge and learning experiences to fl ow 
more easily across it. A secure but perme-
able LMS of this nature will facilitate regu-
lar interactions between students and 
experts from industry as well as peers from 
other cultures and societies. At the same 
time, it will promote the use of Open Edu-

cational Resources (OER) as well as the dis-
semination of student-generated content for 
use by those outside the institution. And the 
integration of the LMS with electronic port-
folios, particularly those that support struc-
tured assessment, will provide instructors 
with powerful tools to assess student learn-
ing in more authentic ways than traditional 
multiple-choice tests. We may be entering a 
new assessment era in which students will 
graduate not with a single-page transcript 
but a media-rich portfolio that provides 
direct evidence of their achievements. 

CT: Do LMSs inhibit innovative 
curricula?
Frydenberg: In Blackboard, the fi rst button 
on most class pages says “Announce-
ments”—and only the instructor can add 

them. If my students want to share relevant 
events, blog posts, websites, or videos with 
their classmates, the LMS doesn’t off er 
them a way to announce this information 
to the class. Many LMSs place the teacher 
in the role of creating content and the stu-
dent in the role of consuming it. This is 
contrary to a web 2.0 world that relies on 
user-generated content.

Some of today’s LMSs integrate many 
diff erent technology tools: Blogs, wikis, 
and podcasting tools are often standard 
collaboration features of LMSs. Teachers 
must determine which to use as applica-
tions within the LMS, and which are better 
left to “real world” web applications. 
Should students learn to use a blogging or 
wiki application that is unique to a particu-
lar LMS, or should they learn WordPress or 

Text “APU” to 44144 for 
more information. Message 
and data rates may apply. 

When your graduates succeed, your college does too. 
And you’re one click away from making it happen.

American Public University

Introduce your talented graduates to an 
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Blogger or Google Sites to develop skills in 
these technologies that they might use 
beyond their college courses?

CT: Will the use of analytics in 
LMSs change the educational 
experience?
Leavy: Analytics have the power to drive 
the evolution of pedagogy and the student 
experience. There are two principal axes 
along which analytics will propel learning. 
The fi rst axis is toward personalization. 
The real-time evaluation of learning and 
activity data allows our systems to adapt to 
provide a learning experience that is indi-
vidually appropriate to a given student. The 
current state of personalization tends to be 
based on tracking the development of 
online work and identifying interventions 
that have worked in the past for students 
with common data patterns. As we advance 
into whole-program and learner-lifecycle 

systems, sophisticated learner profi les are 
being developed from which more precise 
and effi  cient learning paths will emerge.

The second axis is toward content and 
pedagogy improvement. Not all learning 
experiences are created equal and we can 
evaluate the diff erence through analytics. 
By tracking carefully developed learning 
objects in repositories and using analytics 
to measure the impact of exposing learners 
to those experiences, we will be able to dem-
onstrate quality at a very granular level. 

There are a couple of keys to advancing 

the eff ective use of analytics. The fi rst is 
developing some commonality of teaching 
practice—i.e., if all variables are distinct 
between sections and courses, then the 
data doesn’t mean much. The second is 
that the larger the data set, the more pow-
erful the data. In other words, data land-
locked in a particular course or campus 
are less powerful than data held in the 
cloud. Currently, the most eff ective analyt-
ics are gathered from common learning 
applications or those programs based on 
the master-course model that serve mil-
lions of students. 

Smissen: Good analytics tools provide both 
a rearview mirror and a predictive look into 
the future to enable LMS users to make 
decisions about themselves, their staff , or 
their systems. Students will be able to mon-
itor their own progress against discipline-
based, generic, and self-generated learning 
objectives and compare their performance 
against class, institutional, state, or national 
averages. Instructors will be able to develop 
predictive models of indicators for success 

or for students at risk of failing—
and manage their content, assess-
ment, and interaction with 
students accordingly. Academic 
administrators will be able to 
analyze courses and/or instruc-
tors that consistently do well or 
poorly in student satisfaction and 
evaluation surveys, allowing 
professional-development and 

instructional-design eff orts to be directed 
where they will be most eff ective. Institu-
tional IT directors and managers will be 
able to see which tools are being used by 
whom, when, and where, in order 
to make decisions about infra-
structure maintenance and 
improvements.

CT: What will LMSs look 
like in 10 years?
Frydenberg: LMSs will adapt to 
a student’s learning style, actu-

ally managing learning more than learn-
ing materials. They will know in what 
areas a student needs help, provide addi-
tional relevant evaluation exercises, and 
suggest the student see his instructors 
in person for help. Perhaps students will 
be able to speak their responses, and 
the LMS will be able to evaluate what 
they say. 

Smissen: It is difficult to predict what 
educational technologies will look like in 
two years, let alone 10, but I expect the 
most significant changes will come from 
connectability. Mobile and WiFi tech-
nologies will merge, and bandwidth and 
connection speed will continue to 
improve exponentially. With these will 
come opportunities for multistream 
communication with multimedia, audio, 
and video on a single device. Resources 
will be managed in cloud-based reposito-
ries that will allow authenticated users to 
access approved content from anywhere 
in the world. Interoperability standards 
will ensure that technology providers 
can develop tools that will plug and play 
with other tools. Authentication and 
accreditation systems will enable stu-
dents to enroll across multiple institu-
tions, selecting courses to build a 
program to meet their individual needs 
while still meeting employability and 
professional registration requirements. 
In this world of the future, the LMS will 
provide a secure, scalable, and extensible 
backbone upon which institutions can 
construct virtual teaching and learning 
environments from a suite of tools and 
global resources to meet their needs. 
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CT2011SPOTLIGHT
The LMS debate will continue at the Campus 
Technology 2011 conference in Boston, July 
25-28: Don’t miss our special one-hour discus-
sion featuring panelists from this article. For 
more information, go to campustechnology.com/
summer11.

“Many current LMSs place the teacher in the 

role of creating content and the student in 
the role of consuming it.” 
—Mark Frydenberg, Bentley University

ONLINE EXCLUSIVE: 
Gary Brown, an assessment 
consultant at Washington 
State University, discusses the 

challenges facing the LMS in an educational environ-
ment that increasingly stresses learning that is not 
confi ned to a classroom.

campustechnology.com/0711_brown
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COMMENTARY

HIGHER  EDUCATION, 
BETTER SECURITY
By Ralph C. Jensen

HOW CONFIDENT ARE YOU THAT THE SECURITY OFFERED 
AT YOUR CHILD’S COLLEGE OR UNIVERSITY IS ADEQUATE 
TO PROTECT HIM OR HER? SURELY, THAT’S ONE OF THE 
TALKING POINTS YOU CONSIDERED WHEN CHOOSING 
HIGHER EDUCATION.

My sons, all grown and graduated, didn’t talk much about this issue 
when deciding which university to attend. It wasn’t an issue that 
entered my mind, either. 

Today’s parents, however, must consider campus security as a vital 
part of the learning experience. Today, parents have options and assis-
tance from the university. Campus police take an active role in guiding 
and informing parents on what their children can expect.

“Parents mainly ask if the campus is safe, and what the bigger issues 
we face might be,” said Troy Lane, chief of police at the University of 
Wyoming, Laramie. “During most of the month of June, we hold ori-
entations for new students and parents of new students. Th e police 
department is represented in both orientations. We avoid many ques-
tions because we tell them up front about who we are, what we do and 
what safety measures are in place.”

One question that comes up more and more oft en concerns resi-
dence halls, where students may be the most vulnerable and where 
updates are underway at Miami University in Oxford, Ohio.

“Th e university will be installing new proximity card locks on every 
residence hall room,” said John M. McCandless, chief of police at 
Miami University. “Th is takes us away from standard keys and will be 
benefi cial. With the old locks, students would regularly leave their 
doors unlocked, and we would have many theft s as a result. 

“Th e amount of crime alerts we issue for burglaries should also 
drop. We also have a swipe card system on the entrances to the resi-
dence halls that helps to enhance security.”

While policing a campus may seem diff erent from monitoring the 
surrounding community, both Lane and McCandless say that the ser-
vices the campus law enforcement provide are similar to municipal ser-
vices; policing a campus does include monitoring Saturday aft ernoon 
football games, but otherwise the job is much like community policing, 
they say.

“Th e university hosts many events annually, each bringing a diff erent 
set of challenges,” McCandless said. “We coordinate a lot of moving parts, 
and we could not do it without our area law enforcement partners.”

Th e University of Wyoming handles such special events in a similar 
manner, but it also depends upon the event. Law enforcement can be 
available on an on-call basis or they are heavily involved in the prepa-
rations. Lane said they have run the gamut of events on the universi-
ty’s campus, including small dances, political debates and even presi-
dential visits. 

Much like their counterparts in municipal and county law enforce-
ment, campus police crave technology. McCandless noted that 28 years 
ago an electric typewriter was high-tech. Times have changed. Today, 
law enforcement offi  cers rely on technology to work in a smarter way. 
Everything from digital fi ngerprinting to license-plate readers has 
changed the way police complete their mission. Other technology in 

use at the University of Wyoming includes the deployment of text tip 
programs, social media, in-car cameras and video surveillance systems.

Th is technology isn’t cheap.
“Th ese systems do require maintenance, backup and updates,” Lane 

said. “We fi nd ourselves counting on in-house, self-trained experts or 
relying on vendors for servicing.”

Higher education also fi nds itself adhering to federal guidelines to 
inform students, staff  and faculty if there is an emergency on the cam-
pus. Mass notifi cation systems vary, and law enforcement’s use of par-
ticular systems also varies. At the University of Wyoming, campus 
police employ a text alert program, mass e-mail notifi cation and a 
public address system. At Miami University, law enforcement has part-
nered with E2Campus for text messaging, but the department also uses 
VoIP phones and message boards.

Police also rely on additional campus resources, 
such as faculty and staff.

“One of the things that hasn’t changed is the 
fact that we need our community to be a part-
ner (eyes and ears), and we constantly ask them 
to call if they see anything suspicious,” McCand-
less said. “Other departments on campus 
are great partners—grounds and phys-
ical facilities are an example of folks 
on campus that we count on.”

Th e University of Wyo-
ming is always looking 
to involve the commu-
nity, including text 
tips, Silent Witness 
e-mails, crisis interven-
tion teams and the ongoing 
reminder that public safety is 
everyone’s responsibility, includ-
ing students’ and parents’. 
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NETWORK 
    THE CAMPUS
Networking simplifi es installation; technology solves application challenges
By Bill Taylor

IP-BASED VIDEO SYSTEMS SEEM TAILOR-MADE FOR THE 
EDUCATION AND CAMPUS ENVIRONMENT. USING IP AND 
CONNECTING ACROSS INFORMATION NETWORKS, THESE 
SYSTEMS CAN REACH MAXIMUM EFFECTIVENESS IN THE 
ENVIRONMENT OF MODERN NETWORKED CAMPUSES.

Network connectivity ensures surveillance video can be made avail-
able from anywhere on the campus without the added expense of run-
ning coaxial cable to each camera. Existing networks are typically cam-
puswide, meaning that the ability to provide critical video for any 
surveillance need is as near as the closest network node. 

Network connectivity is simplifying campuswide video coverage, at 
a time when the need for surveillance and security on college and 
university campuses is greater than ever. Th e 2007 tragedy at Virginia 
Tech, in which 32 people were killed and many others wounded, 
remains a stark reminder of the need for campus security. Assaults and 

rape also are ongoing security concerns at college dormitories, and a 
multitude of less-serious incidents—including vandalism, theft  and 
fi ghts among students—further refl ects an accelerating need for secu-
rity and surveillance systems on campuses.

INTEGRATION OPPORTUNITY
IP networking drives all kinds of systems for various uses on campuses 
and presents an opportunity to expand the eff ects of integrating secu-
rity and other systems. Today, college classrooms oft en are integrated 
with networked audiovisual systems that also tie into the university’s 
IT backbone. Th e connectivity and functionality of these systems also 
enable them to play a role in security and emergency response, in addi-
tion to their everyday functions. 

An integrated audiovisual system is part of the new technology-
driven classroom environment. Intelligent solutions can integrate 
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video, computers, projectors, whiteboards and handheld tablets, 
along with a wireless audio system. Beyond the educational bene-
fi ts of such systems, they can be helpful in case of an emergency 
situation or an outbreak of violence. 

For example, a wireless classroom audio system could double 
as an element of an emergency response system. Infrared tech-
nology-based audio systems help teachers and students commu-
nicate better and can include the use of a wireless pendant micro-
phone worn by the teacher that sends a signal to infrared 
receivers connected to speakers to amplify the sound of the 
teacher’s voice. In case of an emergency, the audio system works 
in tandem with an integrated document camera to allow a teach-
er to quietly initiate an immediate first response.

Th e document camera is primarily used to capture images of 
books, maps or other teaching materials and project them on a 
screen in the classroom. A network document camera, similar to 
the video cameras used for surveillance, provides exceptional 
images in virtually any lighting condition. In case of an incident or 
an emergency, the teacher can press a panic button located on the 
pendant microphone. Th is sends a signal to automatically reposi-
tion the document camera to focus not on a book or map but on 
the classroom as a whole. In eff ect, the document camera instantly 
becomes a video surveillance camera, and video is incorporated 
into the school’s networked surveillance system to provide visual 
information about an unfolding event. Pressing the panic button 
also sends an immediate alarm to authorities, enabling immediate 
response and action to secure the campus, if needed.

APPLICATION CHALLENGES
Th e campus surveillance environment does present a number of 
application challenges. Among them is the question of how to 
maintain and support surveillance systems, given that system com-
ponents are spread across a large area. Cutting-edge technology is 
helping meet all these challenges and is enabling IP-based surveil-
lance systems to become an even more integral part of campus life.

Outdoor applications. Cameras must be able to withstand 
environmental elements and continue to operate. Outdoor cam-
eras should meet international IP66 standards for dust and mois-
ture resistance in order to be installed under building eaves or in 
other environments subject to wind and rain. A dehumidifica-
tion device and/or a heater can be used to offset extreme operat-
ing conditions.

Th reat of vandalism. Cameras must be able to stand up to 
abuse, vandalism and other rough treatment. Engineering and 
design features, and use of special materials, enable cameras to 
continue operating even aft er shocks and impacts that would dis-
able a conventional camera. 

Camera coverage for large areas. Using fewer cameras to cover 
a larger area can help to keep system costs low, and megapixel 
technology now makes this possible. High-resolution images 
enable operators to zoom in on an image to see greater detail, such 

as a vehicle license plate, even on recorded video. Operators can 
direct PTZ cameras to cover larger areas, and some PTZ cameras 
automatically pan and tilt to follow a moving subject, keeping it in 
the center of the image. PTZ cameras also can be programmed to 
present a sequence of pre-programmed views and/or to move to a 
specifi c position in response to an alarm. 

Image quality. Identifying faces is important in the campus 
surveillance environment, so image quality is paramount. Resolu-
tion is one factor in quality, and intelligence inside the camera 
works together with megapixel sensors to further improve images. 
For example, image processing technology can transform dark 
areas into natural, high-contrast images such as those seen by the 
human eye. Adaptive digital noise reduction takes care of the 
“noise” in a camera image, a process that is especially useful for 
clarifying images of moving objects.

Lighting. Cameras can help to off set the challenge presented by 
variable lighting in campus environments. Cameras must be able 
to capture important details even when an image is backlit. Image 
processing manages the dynamic range of a video image, which is 
the span of gradations from the lightest to the darkest areas. Intel-
ligence inside the camera uses natural-contrast image correction 
to optimize contrast of each pixel and to faithfully reproduce 
objects in any area and position. Th e result is better images despite 
extreme lighting conditions. Day/night cameras also enable 24/7 
coverage across the campus.

System costs and preserving previous investment. Campuses 
that have existing analog security systems oft en want to preserve 
that investment as they transition to IP video. Video encoders pro-
vide the critical technology link between a legacy analog system 
and a new IP system. Strategic use of encoders can provide a seam-
less migration path to connect older systems with newer technolo-
gies, while preserving the value of existing resources and incorpo-
rating them into a modern networked system. Advanced encoders 
may include intelligent features such as face detection, H.264 high-
profi le format transmission and video motion detection. Th ere 
also are numerous other solutions on the market that enable use of 
existing infrastructure. 

KEEPING SYSTEMS HUMMING
In the campus environment, system components can be located far 
from the central control room. Although components may be out 
of sight, system operators should create a plan to keep all system 
components working dependably and effi  ciently. Ongoing system 
oversight should include verifying that cameras are functioning 
properly and that all features are functioning at their full capability.

Regular troubleshooting and updates to the network along with 
your cameras and recorders will ensure you get top performance 
and the best possible ROI from your entire system. 

TAKE A WIDER VIEW
A broader mindset enables campuses to leverage multiple technolo-
gies to improve security and to use security systems to enhance 
non-security functions. Taking a wider view can 
maximize the benefi ts of modern technology 
and make it easier to cost-justify technology 
investments. 

Bill Taylor is the president of Panasonic System 
Networks Company of America. He can be 
reached at Bill.Taylor@us.panasonic.com.

Cutting-edge technology is helping meet 
challenges brought on by system components 

spread across large areas and is enabling 
IP-based surveillance systems to become 
an even more integral part of campus life.
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HOLD THE PHONE
Emergency communications: Is it time for VoIP to shine?
By Sam Shanes 

COLLEGES ARE REMOVING ANALOG PHONES FROM 
DORMITORIES FOR A VARIETY OF REASONS. STUDENTS 
DON’T USE THEM BECAUSE THEY HAVE CELL PHONES. 
IN AN EMERGENCY, EQUIPMENT FAILURE DUE TO A 
WALL-CONNECTED PHONE’S AGE CAN QUICKLY TURN 
INTO A LIABILITY. THE COST OF MAINTAINING THE NEC-
ESSARY LEGACY INFRASTRUCTURE MIGHT FINALLY OUT-
WEIGH THE UPGRADE OPTION, PROMPTING THE 
CHANGE. OR IT COULD ALSO BE A DESIRE TO STAN-
DARDIZE ON IP.

Whichever the case, the problem is anything but trivial. Phasing out 
legacy emergency communications capabilities without a migration 
plan will cut the vital link between those seeking help and security 
staff . Th e importance of such a communications channel cannot be 
overstated from both legal and public relations perspectives. 

So what are the options? Phones can be installed in dormitory hall-
ways for emergency use. VoIP is quickly becoming a de-facto standard 
for communications on IP networks, so naturally offi  ce VoIP telepho-
ny is viewed as an alternative for emergency communications. How-
ever, business-grade VoIP phones do not possess the necessary dura-
bility, are not designed with emergency communications in mind and 
are not ADA compliant.

Th e proper way is to embrace and benefi t from IP while keeping reli-
able emergency communications a priority. Upgrading to VoIP emer-
gency communications is an attractive and inexpensive option because 
most campuses are already equipped with necessary IP infrastructure. 

DEPAUL UNIVERSITY UPGRADE
As facilities are moving to IP for buildingwide use, it becomes eco-
nomical to install VoIP emergency phones in hallways, stairwells and 
elevators along with IP-based video surveillance and access control 
systems. VoIP emergency phones are designed for emergency situa-
tions, and so their primary function is to establish reliable communi-
cations in a time of crisis. Emergency phones are ADA compliant, and 
their ruggedness gives passersby a sense of security.

For DePaul University, upgrading to VoIP emergency phones was 
not a hard decision to make. Founded in 1898, DePaul University is the 
largest private institution in Chicago, with more than 23,000 students.

“Fortunately, I’m set in an institution that is big on safety,” said Bob 
Wachowski, director of public safety for DePaul University. “Th ere is a 
capital funding program in place, and DePaul has come a long way. 
Th e university administration is very supportive of my needs, and that 
is unique.”

Wachowski recently upgraded the college’s analog emergency 
phones to new VoIP emergency phones manufactured by Talk-A-
Phone. Th e new phones are SIP-compatible and work on the college’s 
IP PBX system.

As an added benefi t, the new emergency phones can be paged at high 
volume via mass notifi cation soft ware, which allows the public safety 
staff  to issue targeted alerts to segments of a campus in groups or indi-
vidually. Th e soft ware automatically tests and verifi es connectivity of 
voice-over-IP phones and sends e-mail alerts when it detects failure.

Wachowski also recently installed Talk-A-Phone’s new generation of 
all-LED blue lights on 90 existing emergency phone towers.

“You can see them from about everywhere you are on campus,” 
Wachowski said. “Th ey help our students feel safe and they are a deter-
rent to crime.”

Th e new units have ultra-bright, all-LED blue lights, and they fea-
ture 209 lumens peak rating and prismatic pattern to increase visibility 
at greater distances. Th e units’ All-LED construction signifi cantly 
increases their life span.

“Our biggest crime is theft  of unattended items,” Wachowski said. 
“But some of our issues occur late at night, so the phone towers assist the 
students. I recently met with the student government association to help 
us promote use of them. Our campus tour guides already promote them. 
We like to make every student aware of the emergency call towers.”

EMERGENCY PHONES IN CLASSROOMS
Th e situation in classrooms is slightly diff erent, yet it resonates with the 
issue of migration to alternative technology. Traditionally, classrooms 
are equipped with announcement speakers only, leaving emergency 
communications out of the picture. But what if the students or staff  in a 
classroom need to reach out to university security during an emergency? 

With growing concerns for student safety on campuses and wide-
spread adoption of mass notifi cation technology over existing IP infra-
structure, it is reasonable to off er two-way communication capabilities 
inside classrooms.

A VoIP emergency phone serves a dual role. On one hand, it’s a reli-
able and robust emergency communications device with unparalleled 
fl exibility to work on SIP-compliant VoIP networks. On the other 
hand, it’s a durable and loud paging speaker, capable of outputting 
sound louder than 100 dB. Voice-over-IP emergency phones can also 
be integrated with mass notifi cation platforms to form a powerful, 
multi-layer mass notifi cation solution.

IP empowers communications. And now that 
emergency phones are available with VoIP, secu-
rity professionals can take full advantage of their 
IP infrastructure. 

Sam Shanes is the chairman of Talk-a-Phone. 
He can be reached at sshanes@talkaphone.com.
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PRIVATE 
   DEPLOYMENT
Icelandic university warms up to prox card technology
By Harm Radstaak

REYKJAVIK UNIVERSITY IS A VIBRANT INTERNATIONAL 
UNIVERSITY LOCATED IN THE HEART OF REYKJAVIK, THE 
CAPITAL CITY OF ICELAND. THE UNIVERSITY IS ICE-
LAND’S LARGEST PRIVATE UNIVERSITY AND FOCUSES 
ON RESEARCH, EXCELLENCE IN TEACHING, ENTREPRE-
NEURSHIP, TECHNOLOGY DEVELOPMENT AND COOPERA-
TION WITH THE ACTIVE BUSINESS COMMUNITY.

RU has been happily using HID proximity technology to secure its 
buildings for many years. About three years ago, though, the univer-
sity decided to build a larger, more modern facility to accommodate all 
of the university’s fi ve degree courses in the future.

Designing this new facility for RU was not an overnight task. Many 
hours of planning and research were put in to ensure the best possible 
facility. Th e university’s technical manager, Ellert Igni Harđarson, 
spent almost a year researching the applications and products that 
could be suitable for the new building, and in the course of his 
research, he also met with HID Global at its EMEA offi  ces in Haver-
hill, United Kingdom.

To make the new building a success, RU worked closely with Secu-
ritas Iceland, which, with the university’s building consultant Eirikur 
K. Torbjornsson, designed a solution to fi t the university’s vision.

Th is vision was to have an almost “key-free” building, not only to 
increase the convenience and security for students and staff  but also to 
reduce costs and increase effi  ciency. Whatever solution the university 
would choose today needed also to be able to grow and fulfi ll future 
requirements of a high-tech system and building.

“Our vision is to have a true multi-application smart card that in the 
future can be enabled for cashless vending, canteen, on-demand print-
ing, photo ID, library, use of lockers and maybe more,” Ellert said. “We 
also are working with the wider community to extend the use of stu-
dent cards for public services, such as for buses, the museum and 
swimming pools. We really would like to see the use of smart cards 
adopted even beyond the boundaries of the university and make the 
advantages of multi-application ID cards available to everyone.”

“By planning for a true multi-application future from the start, with 
this project we were able to ensure a quick return on investment for the 
university,” Eirikur said.

Content with the existing solution and aft er much research, the uni-
versity decided to transition to HID iCLASSR, using both multi-tech-
nology cards and readers. Offi  cials considered iCLASS a cost-eff ective 
and convenient choice as it made the migration to smart cards simple.

“From the outset, it was important for us that students who were 
issued access cards for the old building would be able to use their cards 
and gain access also in the new building,” Ellert said.

Th e university charges students a nominal fee for the cards, which 
according to Ellert has helped to reduce card loss to almost zero 
because students begin to value their cards instantly.

Th e system now installed at the university extends the boundaries of 
access control and has seamlessly integrated lighting, electronics and 
room-allocation control.

“We are trying not only to provide a secure and high-tech facility for 
our students and staff , but to also be green and conscious of our envi-
ronment around us,” Ellert said. “Such integrated solutions help us to 
learn about how rooms and areas within the university are used, allow-
ing us to become ever more intelligent and effi  cient.”

Today, the multi-technology smart cards provide about 4,000 stu-
dents access to all the university buildings. By uploading to the univer-
sity’s intranet, a student can receive his or her card on the fi rst day of 
school with all his or her details and a photo already printed on it.

“We use a Fargo HDP5000, which is handled by our receptionists, 
who are able to deliver cards to new students even during the busy 
periods at the beginning of term,” Ellert said.

Th e cards are used throughout the old and the new buildings to gain 
access to classrooms, lab rooms and study areas 365 days a year, 24 
hours a day. Th e new campus is not yet complete, and use of the cur-
rent facility was extended last August.

“Iceland itself is a very-forward thinking country, and most of our 
local and international students have been in touch with smart cards 
and access control cards before, therefore the adoption of smart cards 
was very quick, and we have received very good feedback from our 
students and staff  so far,” Eirikur said.

Ellert and Eirikur concluded by saying that they are excited about 
the possible future uses and applications for their smart cards, hoping 
that one day soon the university cards can be used on the local bus, the 
public library and even at the theater.

“RU has the determination to think big, to 
always improve the university’s ability and to deci-
sively carry out our plans,” Ellert said. 

Harm Radstaak (hradstaak@hidglobal.com) is the 
managing director of identity and access manage-
ment, EMEA with HID Global.
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AN A+ FOR VMS
Remote monitoring functions meet the grade; intuitive design smoothes out learning curve
By Rob Shaw

IT’S ONE OF THE FIRST LESSONS LEARNED IN SCHOOL: 
IF AT FIRST YOU DON’T SUCCEED, TRY, TRY AGAIN. AFTER 
UNSUCCESSFULLY TRYING A HANDFUL OF VIDEO SUR-
VEILLANCE SOFTWARE PROVIDERS AND EVEN MORE 
VIDEO CAMERA MANUFACTURERS, HOBBS, N.M., MUNIC-
IPAL SCHOOL DISTRICT SOLVED THE EQUATION FOR ITS 
VIDEO MANAGEMENT SYSTEM NEEDS.

Located just a few miles west of the Texas border in eastern New 
Mexico, Hobbs is a community of 32,000 that enjoys mild winters and 
warm summers. With more than 8,000 students, the Hobbs Municipal 
School District continues to grow, which, as any educator knows, calls 
for an increasing need for eff ective and reliable technology throughout 
the schools. And today, video surveillance is considered high on that list

Unhappy with previous video surveillance soft ware providers and 
cameras, Hobbs systems engineer Andrew Toglia called on New Mex-
ico systems integrator Klein Security & Safety to fi nd a permanent 
solution that met its high standards in addition to resolving a long, 
unmet desire to have recorded audio in addition to video. 

“Hobbs had serious problems with their previous video surveillance 
program. It became such an issue for them that they abandoned what 
they had in place in search for a better product,” said Mark Kleinsteu-
ber, vice president of Klein Security & Safety Systems.

“Among the many problems they had with their previous soft ware 
providers was unreliability,” Kleinsteuber said. “Th ey didn’t perform as 
promised. Th ey persistently had problems with upgrades, which would 
put more bugs in their system. Th eir biggest concern, however, came 
to be dealing with the horrendous and absent tech support regarding 
fi xing these constant issues.”

Th e school district also had problems with image quality and cam-
era performance in its previous system.

“Th eir picture quality was terrible and was even worse in low-light 
conditions at night or when building lights were off ,” Toglia said. “Th ese 
were very recognizable names in camera manufacturers, and we had 
problems like PTZ cameras coming off  of their tracks constantly.”

Klein Security & Safety recommended Hobbs download a free 
Video Insight soft ware trial because the integrator felt it would be the 
right product to provide what the school district needed. 

“We recommend Video Insight soft ware for all of our projects, 
among them schools, businesses and petrochemical plants,” Kleinsteu-
ber said. “It’s a reliable, feature-rich product that’s intuitive and easy to 
use. We rarely experience problems, but if there’s an issue, Video 
Insight’s U.S.-based customer service is responsive and top-notch.” 

Kleinsteuber recommended Axis network cameras for use with 
Video Insight because the duo “works together seamlessly.”

In fact, aft er becoming acquainted with Axis IP cameras, Toglia says 
Hobbs has chosen to move forward exclusively with Axis products.

“Axis has the best picture quality, especially in those important low-
light conditions. Axis also has better interfaces on the cameras them-
selves for saving and restoring settings, changing iris or focus settings 
and other options,” he said.

Perhaps most importantly, Toglia said, “Of the more than 400 
Axis cameras we’ve had in place for three-plus years, we have not 

had one fail yet.”
One of the key features Hobbs offi  cials sought in a video soft ware 

provider was the ability to monitor and record sound, a feature its 
previous soft ware provider did not have.

“As a school district, oft entimes pairing sound with video provides 
a complete picture of an incident, enabling administrators to better 
pinpoint parties involved and the evolution of an incident more pre-
cisely,” Toglia said.

Another issue Video Insight solved for Hobbs was storage. Th e pre-
vious soft ware Hobbs used was based on time and not on size.

“With our previous providers, you’d always just have two weeks of 
storage no matter what,” Toglia said. “But with Video Insight, we base 
it on size so we can confi gure it to store the data for as long as we want, 
which is particularly helpful being a school district, where we oft en 
have long periods of time without regular activity in buildings due to 
summer or holiday breaks.”

In addition to recorded sound and storage, another advantage was 
that the soft ware allowed camera access from outside the network. 

Th e Hobbs video surveillance system operates with one centralized 
server located at technology headquarters and an archival server at 
each building.

“You can view all of your cameras from anywhere,” Toglia said. “We 
were able to give school district police offi  cers login credentials so 
when they respond to a school they can view crystal-clear images from 
the Axis cameras from a laptop or smartphone before going into the 
building. Th ey couldn’t do that with our previous soft ware.”

Toglia says he also likes being able to control PTZ within the soft -
ware and the ability to play recorded video back and forward at eight 
times the speed with a very “smooth image.”

Ease-of-use was the fi nal benefi t that tipped the district’s decision 
on the solution. 

“We haven’t even had a formal training, nor have we had requests for 
one. We loaded the soft ware on their desktops and gave them a fi ve-
minute tutorial and they have been up and running ever since.”

Toglia and Kleinsteuber also agree that technical support is critical, 
especially in a school environment in which many diff erent non-secu-
rity personnel might be accessing the video. On the rare occasion the 
district needed support, offi  cials said Video Insight’s one-hour-call-
back-guarantee tech support department has “been very impressive to 
Hobbs and to my company,” Kleinsteuber said. 

Hobbs has made an aggressive eff ort to ensure comprehensive video 
surveillance coverage of its 16 schools and four buildings, providing 
more than 400 Axis cameras throughout the district. Th e next phase of 
construction will include an additional 70 Axis cameras.

“Overall, we couldn’t be more pleased with how 
well Video Insight software and Axis cameras 
work together and the top-notch security solution 
they have provided Hobbs Municipal Schools,” 
Toglia said.  

Rob Shaw is CEO and co-founder of Video Insight. 
He can be reached at rshaw@video-insight.com.
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EMERGENCY 
   NOTIFICATION
Protecting the learning environment
By Timothy Means

INSIDE CLASSROOMS, 10 TO 100 OR MORE PEOPLE 
ARE ISOLATED FROM THE OUTSIDE WORLD IN A ROOM 
WITH DOORS THAT DO NOT LOCK TO KEEP DANGER OUT. 
IN THE EYES OF CAMPUS SAFETY EXPERTS, THIS IS THE 
PERFECT SETTING FOR A POTENTIALLY BAD SITUATION. 

Th e amount of time college students spend inside classrooms—from 
two to six hours daily—causes a sizeable gap in mass notifi cation sys-
tem coverage for most colleges and universities. To penetrate the pro-
tected learning environment, schools must employ precision notifi ca-
tion systems. 

On college campuses, professors have taken a hard line against the 
use of cell phones and laptops in class because of the disruptions 
caused by calling, texting and surfi ng the Internet. Most classrooms 
have signs posted prohibiting use of cell phones, and many professors 
include similar language in the class syllabus. A National Education 
Association survey shows that 85 percent of professors on college cam-
puses support banning cell phones in their classrooms.

 So it’s clear that the classroom is one of education’s sacred spaces. 
But what happens when events outside demand that emergency infor-
mation penetrate the protective cocoon of the classroom? 

MASS NOTIFICATION LAYERS FAIL TO PENETRATE
Unfortunately, the predominant methods of mass notifi cation on uni-
versity campuses—cell phone/text messaging, e-mails and Web 
announcements—are minimally eff ective in the classroom.

On average, only 40 to 50 percent of students opt into a school’s call-
ing program, which equates to 10 to 12 students in a classroom of 25. 
If, say, 75 percent have their phones turned off  in class, then only two 
or three students would be able to receive a message pushed through 
the school’s cell phone-based emergency notifi cation system (ENS). 
Given that calling systems cannot target specifi c classrooms, it may be 
30 minutes or more before a message appears on one of those phones. 
Even fewer students bring laptops to class, but the same logic applies.

“I think that someone would have to personally come to the class-
room if we had an emergency scenario,” said Emily Drill, an adjunct 
lecturer at the University of Pittsburgh and Allegheny College. She 
added that while students are familiar with fi re alarm drills, their expe-
rience with other emergency evacuation events is minimal. 

IP ENDPOINTS GET THE JOB DONE
“Emergency notifi cations in the classroom setting must be made by 
more eff ective tools than e-mail, text messages or Web pages. Two-way 
communication systems, radio receivers, digital signage or VoIP 
phones provide the most rapid means for emergency notifi cation,” said 
Dennis Sullivan, assistant EHS director and emergency manager at 
Louisville University

Th e most eff ective way to alert a classroom is to use a precision 

notifi cation system that connects to dedicated, networked alerting 
devices inside the room. Th ese may include proprietary alerting devic-
es made by manufacturers such as Metis Secure Solutions or VoIP 
phones similar to those made by Cisco Corporation. A precision noti-
fi cation system targets alerting devices by location and uses network 
infrastructure independent of consumer communications networks. 
Th ese systems can send messages to one or all classrooms without 
alerting the entire campus population and are a faster, more-accurate 
way to deliver a warning. 

In all its classrooms, the University of Louisville has installed VoIP 
phones set to dial the University Police if the receiver is picked up. 
Th ey also communicate emergency messages in the classrooms using a 
text screen, audio and a fl ashing light. 

“During a recent tornado warning, every classroom was provided 
timely warning that was faster than text messages, e-mails or our Web 
page,” Sullivan said. “Th is system is not for everyone and would be 
extremely costly unless you already have converted the university from 
analog phones to digital phones.”

One advantage of these devices is that they display text and provide 
audio data to the whole class—including the professor, who is the 
appropriate authority to direct the class during an emergency. Th ese 
systems are activated during an emergency only, removing impetus for 
students to have their cell phones or laptops active during class.

It is important that text and voice information about the need for 
sheltering in place be conveyed immediately. One EHS director con-
fi ded that she worries about a scenario where a dangerous situation 
outside occurs fi ve minutes before classes are dismissed, resulting in 
thousands of students potentially walking headlong into a crisis. Many 
fi re alarms and outdoor sirens produce a warning tone only and can-
not provide detailed instructions. In the event of a chemical spill, 
severe weather, violent crime or similar situation, leaving the class-
room to see what is happening may be dangerous. 

Newer fi re alarm systems support live voice using a microphone at 
the panel, but a person has to be in the building and have keys to the 
fi re panel to operate it. All of these steps waste precious time.

According to a survey, fewer than 20 percent of higher education 
institutions have deployed in-building ENS. Th erefore, there are many 
students who won’t get emergency notifi cations during class. Admin-
istrators who make the eff ort to deploy precision notifi cation systems 
will fi ll a gap left  by the other commonly deployed 
ENS layers. It is the best way to inform and pro-
tect more students while respecting the integrity 
of the classroom and the learning experience. 

Timothy Means is the director of product manage-
ment and a co-founder of Metis Secure Solutions. 
He can be reached at tmeans@metissecure.com.
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EMERGENCY 
MANAGEMENT 
READY OR NOT?
Preparing security managers for mission impossible: safety and security in an open environment
By Rob Hile

INSTITUTIONS OF HIGHER LEARNING ARE, BY VIRTUE OF 
THEIR MISSION, OPEN ENVIRONMENTS. THEY INVITE 
CREATIVE THINKING AND RESIST INTERFERING, WITH-
OUT BOUNDARIES, FENCES OR BARRIERS TO HINDER 
STUDENTS’ ABILITY TO LEARN AT THE HIGHEST LEVEL. 
TO THE SECURITY PROFESSIONAL RESPONSIBLE FOR 
PROVIDING A SAFE AND SECURE ENVIRONMENT WHILE 
MAINTAINING THE “OPEN” NATURE OF TODAY’S COLLEG-
ES, IT’S NOT A MATTER OF IF SOMETHING IS GOING TO 
HAPPEN, BUT RATHER A MATTER OF WHEN. THERE’S NO 
WAY TO PREVENT SOMEONE WITH THE INTENT TO HARM 
THE STUDENT BODY, FACULTY OR THEMSELVES FROM 
SHOWING UP, NO MATTER HOW MANY SURVEILLANCE 
CAMERAS OR ACCESS-CONTROLLED DOORS THERE ARE 
ON THE CAMPUS. THE QUESTION IS THIS: WILL YOU BE 
READY TO HANDLE THE SITUATION WHEN IT HAPPENS? 
DO YOU HAVE THE PROPER PROCEDURES AND TECH-
NOLOGY IN PLACE?

If history has taught us anything, it is that being prepared for any situ-
ation or emergency is the best we can hope to achieve. Such organiza-
tions as the Federal Emergency Management Agency’s National Incident 
Management System (NIMS) and its National Response Framework 
have aided private sector organizations by creating an environment for 
sharing best practices and much-needed subject-matter expertise for the 
full spectrum of emergency management and response. 

Due to a freer exchange of knowledge and best practices, many col-
leges and universities are investing a signifi cant portion of their ener-
gies and budgets to expand their security programs. Th eir emergency 
response framework includes all four phases of incident management, 
not just the basic functions of prepare and respond. 

In the past, threat assessments were often conducted by only the 
federal government, critical infrastructure overseers or chemical/
biological organizations. But now, such assessments are becoming 
standard operating procedures (SOP) for higher education facilities. 
In addition, organizations are developing disaster recovery, resil-
iency and business continuity plans to ensure that, when disaster 
strikes, they can resume operations as soon as possible. It’s not good 
enough to have situational awareness and a generic response plan. 

The best defense against a catastrophic event is a strong offense 
coupled with a solid playbook with well-thought-out procedures for 
any situation. 

Let’s explore each phase of the emergency response framework in 
more detail:

Mitigate: Th e defi nition of mitigate is to “cause to become less pain-
ful” or “to make less severe.” Th e best way to accomplish this is to 
identify all known or perceived threats and develop the best way of 
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dealing with each of them. Th is is not as easy 
as it sounds, simply because each facility is 
diff erent. Even though the threat might be the 
same—fi re, for instance—the student body 
and faculty’s reaction to the threat may diff er 
depending on a number of factors: the type of 
fi re, traffi  c-fl ow patterns, lighting, number of 
exits, a building’s layout. Ironically, a number 
of organizations simply search the Internet 
for a fi re evacuation plan, copy it, place it in 
their SOP manual and move on to the next 
task. Th is is just not acceptable given the 
unique nature of each threat and of each cam-
pus’s facility. A number of qualifi ed fi rms spe-
cialize in creating detailed threat assessments 
for virtually any situation, which would make 
for a much better evacuation plan. Th ese 
same fi rms have assembled best practices 
from various markets and, in most cases, can 
help develop an SOP best-suited for your spe-
cifi c facility. Only SOPs specifi cally designed 
for your unique situation will help mitigate an 
emergency situation. 

Prepare: Many organizations have spent a 
considerable amount of time, money and 
energy on this preparatory phase only to real-
ize when something tragic happened that 
they were not even close to being ready. As 
mentioned, without a crystal ball, it’s impos-
sible to know exactly when and where a disas-
ter will strike. Unless one has a good founda-
tion that includes professional threat 
assessments and custom SOPs, it’s diffi  cult to 
adequately prepare for an emergency. For 
example, proper placement of surveillance 
cameras in common areas, hallways, lobbies 
and classrooms is crucial to providing fi rst-
responders with critical information in the 
event of a hostile situation on the campus. 
Without suffi  cient planning to identify the 
best areas to place cameras and the optimal 
fi elds of view, how can campus security pro-
fessionals truly be prepared? 

Situational awareness is only part of this 
equation. Scenario-based role-playing and 
tabletop simulations are also important ele-
ments that should be performed on a regular 
basis. Without regular training exercises, it 
can be diffi  cult for security personnel to 
remember exactly what needs to happen 
when a tragic incident suddenly occurs. For-
tunately, there is help in this area as well. 
Command-and-control platforms can list 
SOPs for specifi c emergencies and provide the 
operator with detailed written workfl ow 
instructions. Th ese systems make it virtually 
impossible for the operator to make a mistake 
when dealing with what can be an incredibly 
stress-fi lled period of time. 

Respond: Probably the most important 

aspect of the emergency response framework 
is responding quickly in an organized and 
accurate manner. Th e signifi cant provisions of 
the Jean Cleary Act require institutions of 
higher learning to make timely warnings to 
the campus community about crimes that 
pose an ongoing or immediate threat to the 
student body or faculty. But what is timely? 
Everyone has a diff erent answer. It is impor-
tant that security professionals continue to 
focus on reducing the response time to as 
close to zero as possible. 

The good news is that integrated security 
platforms can aid in responding to any 
emergency by leveraging the power of indi-
vidual security systems under one common 
operating system. Grouping specific surveil-
lance cameras in and around a security 
alarm can provide immediate video verifica-
tion of any emergency. Geographical Infor-
mation System integration can provide site-
specific location of alarms, including 3-D 
imaging, to key security personnel. Virtually 
every aspect of situational awareness can be 
made available to first responders via their 
smartphones or PDAs. The campus’s mass 
notification system can be integrated and 
automated with the integrated security plat-
form to ensure the right message goes out 
immediately in the event of a specific emer-
gency. All or part of an SOP can be auto-
mated, such as locking or unlocking exterior 
doors and locating and dispatching key 
security personnel in certain emergencies. 
In the event the operator fails to follow prop-
er protocol, the system can contact his or her 
supervisor, or electronically enforce critical 
emergency procedures. This integration can 
give the operator all the tools he or she needs 

to respond quickly, accurately and efficiently 
to any emergency. 

Recover: Oft en the most overlooked aspect 
of any emergency situation is recovering criti-
cal data aft er the event. Integrated security 
platforms have the ability to track and record 
every aspect of the incident, including any 
deviation from SOPs, all voice and data com-
munication, critical time-of-response data 
and video footage. Every aspect of the data 
can be electronically verifi ed for accuracy. In 
addition, this data can be used for forensic 
purposes as a basis for review and revision of 
current SOPs. 

As far as business continuity goes, recov-
ery after a disaster can often be measured in 
thousands, if not millions of dollars. Having 
the ability to bring your security platform 
back online immediately after a failure or 
disaster is vital. Many of today’s systems 
operate in a virtual machine world that 
remotely host and mirror key database infor-
mation, features that contribute to full disas-
ter recovery capabilities. 

Remember, it’s not if something tragic is 
going to happen, it’s when. Th e ability to 
implement all aspects of the emergency 
response framework is critical and essential 
to managing chaos effi  ciently and eff ectively 
when disaster strikes, turning mission impos-
sible into mission accomplished. 

Rob Hile is director of 
integrated security sys-
tems, Siemens Industry 
Inc., Building Technologies 
Division, Security Solu-
tions. He can be reached at 
robert.hile@siemens.com.
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SCRUTINIZING 
VIRTUAL TRAFFIC
Student cybersafety capture and analysis tools protect the network
By Angela Fortier

FOR EDUCATIONAL INSTITUTIONS, RECENT ADVANCES 
IN TECHNOLOGY HAVE ALSO BROUGHT PROBLEMS OF 
CYBER THREATS, VIRUSES, ILLEGAL MUSIC DOWNLOAD-
ING AND EXCESSIVE BANDWIDTH CONSUMPTION. AS 
MORE FACILITIES INCREASE THEIR RELIANCE ON TECH-
NOLOGY, THE ABILITY TO MONITOR AND TRACE NET-
WORK ACTIVITY IS VITAL TO ENSURE BOTH DATA AND 
STUDENT CYBERSAFETY.

Th e Bloomington Public School System in Illinois has signifi cant 
multi-directional traffi  c on its 98-percent-virtual network across 10 
locations. Because more than 9,000 people use the school system’s 
resources, viruses can occasionally infect the network. One recently 
navigated through the antivirus soft ware the school system had been 
using. Th e virus aff ected more than 100 machines in just a short time, 
as it accessed botnet websites and sent spam e-mails to propagate itself. 
Systems Administrator Jason Radford explained that Bloomington’s 
traditional network management tools didn’t provide insight into the 
virus’s path to pinpoint the source and the aff ected machines.

Similarly, traditional tools didn’t provide the level of detail that 
Michigan’s Lawrence Technological University needed to manage net-
work traffi  c through 60 servers on its completely wireless campus. Th e 
university’s IT team regularly saw a lot of network noise and fl uctuat-
ing system response times, making troubleshooting diffi  cult and time-
consuming. With one of the largest wireless networks in the Midwest, 
the university was also concerned about enforcing security.

Additionally, Lawrence Tech’s large base of international students 
can cause network outages for atypical reasons, such as when they 
over-consume bandwidth by using a protocol not standard to the Unit-
ed States or an unfamiliar fi le program. Tim Chavis, executive director 
of IT services, needed a networking tool that could allow him to deter-
mine the cause of bandwidth saturation and security breech attempts. 

The State University of New York at Geneseo also needed to mon-

itor network traffic and prevent access to unauthorized sites. When 
the Recording Industry Association of America notified SUNY about 
an aggressive campaign to pursue college students who illegally 
shared or downloaded music, the university knew it needed detailed 
network analytics.

As did Bloomington PSS and Laurence Tech, SUNY found that Cis-
co’s NetFlow technology provided deeper insight into network traffi  c.

“While I was aware of NetFlow, we just couldn’t analyze the data 
without a supplemental technology,” said Rick Coloccia, SUNY’s net-
work manager.

Scrutinizer NetFlow and sFlow Analyzer from Plixer International 
provided the detailed graphical analysis and insight that the institu-
tions needed to isolate network threats and monitor traffi  c patterns. 
Armed with this technology, the school systems were able to combat 
viruses and threats, trace use of prohibited websites and isolate causes 
of bandwidth consumption.

Aft er the Bloomington school system’s virus infection, Radford used 
the soft ware to create reports pinpointing every infected machine, and 
IT “SWAT teams” were dispatched. Now he can further protect the 
network by denying access to sites that school policy prohibits. 

Lawrence Tech's Chavis recently used NetFlow analysis tools to dis-
cover that system response times were suddenly exponentially degrad-
ed because one international student used a protocol not standard to 
the United States. Th e unfamiliar fi le program consumed 15 megabytes 
of bandwidth, leaving only 15 megabytes for 4,500 other users.

Using Scrutinizer’s functionality and unlimited automatic archiving 
to investigate users’ access to prohibited sites, SUNY’s Coloccia lever-
aged forensic data: He could confi rm or deny RIAA allegations, and 
then either warn a guilty student severely or clear the name of a stu-
dent mistakenly accused.

“Prior to implementing NetFlow, we did not have the ability go back 
in time to see how a certain student on the network was behaving,” 
Coloccia said.

In addition to the Bloomington PSS, SUNY Geneseo and Lawrence 
Tech, other educational facilities and businesses have recognized the 
benefi ts of using NetFlow tools to uphold network security. With auto-
matic logging and reporting on all network traffi  c, businesses can now 
understand the detailed interactions between systems. 

“Using this technology has changed our processes,” Radford said. 
“Th rough Scrutinizer, we can drill down to any type of traffi  c, any-
where on the network, so we can quickly provide answers to what is 
going on and why.”

With advances in networking, organizations 
need means to combat online threats, monitor stu-
dent network behavior and ensure proper use of 
network bandwidth. 

Angela Fortier has spent the past two years doing 
public relations work for Plixer International Inc.
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Software licensing has not kept pace with the shift to virtualization 
on campus. IT administrators discuss the challenges this poses, 
and debate the future of licensing. By Rama Ramaswami

Licensing Struggles
in a Virtual World

AS VIRTUALIZATION BECOMES commonplace in higher education, it’s 
clear that the traditional licensing options for software are woefully inadequate. The defi nitions 
of who is licensed to use what—and where—are blurring, as users move from physical to virtual 
spaces and can access software from a variety of devices. 

In discussing the need for new options, some college IT administrators speak in terms of a 
revolution, asserting that the old ways of handling licensing simply cannot be adapted to the new 
reality. Vendors are understandably nervous, though. With an eye on the bottom line, many 
appear cautious about moving to new models that might prove less lucrative. So today, in the 
absence of any meaningful change, institutions and vendors often cobble together makeshift 
solutions that essentially drive a square peg into a round hole.

P U R C H A S I N G
SMARTSHOPPERS



Long before the issue of virtualization 
even arose, the software-licensing arena 
already resembled a bizarre puzzle. “Soft-
ware licenses are notoriously challenging 
and diffi  cult,” says Sharon Pitt, executive 
director of the division of instructional 
technology at George Mason University 
(VA), which has a virtual computing lab 
(VCL) as well as traditional computer 
labs. “Virtualization has exacerbated the 

challenge and added a whole new set of 
diffi  culties to the conversation.”

And, without doubt, some software ven-
dors are struggling to come up with solu-
tions for a virtual environment. “Each 
vendor has a diff erent agreement,” says 
Raechelle Clemmons, CIO of Menlo Col-
lege (CA), a four-year business school. 
“Some might allow sitewide access, others 
only to a particular course, or there might 

be a one-classroom license.” 
Even for a small institution such as 

Menlo, which has about 600 students, 
licensing is “very challenging when you 
think beyond the classroom as a one-room 
construct,” notes Clemmons. Menlo’s 
computing environment is almost com-
pletely virtual, and its need to run a num-
ber of special applications poses a variety 
of licensing problems. 

“We have a vendor who is OK with virtu-
alization, but the company doesn’t provide 
any support for it,” explains Clemmons. 
“And one of our statistics program vendors 
has a campus version, single-user version, 
home version, and concurrent version. 
Which one do you use? Many of those 
agreements carry through from institutions 
to faculty home use, but some vendors make 
you pay more for that environment. But if a 
campus version is accessed from home, is 
the license ‘home’ or ‘campus’?”

Certainly, physical location is looming 
as a key issue. According to Pitt, a tradi-
tional license may permit use of the soft-
ware only on a computer physically 
situated on the campus. “A lot of our 
licenses talk about the device or the loca-
tion of the device,” she says. “But when 
you virtualize, the software may be run-
ning at the institution, whereas the student 
may be accessing it from elsewhere.”

Multi-Device Users
Another challenge is what Pitt calls the 
“consumerization” of technology: the easy 
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VENDORS EVALUATE NEW OPTIONS
ALTHOUGH COLLEGES APPEAR to have taken the lead in virtualization, some vendors are working 
quickly to respond to the new environment. For now, though, that environment is rather hazy. 
“We’re very much in the infancy of what’s going to happen,” notes Daniel Griggs, virtualization fi eld 
solutions architect for CDW (cdw.com). In Griggs’ view, however, virtualization will defi nitely change 
the way higher ed institutions view licenses.

“Universities will be able to tell what they have licenses for,” he explains. “Today, a lot of them don’t 
even know what they have.” He also feels that the impetus for a licensing shake-up will come from 
the colleges and universities themselves. “It’s going to be the users who are driving the changes,” he 
says. “On the vendor side, we may see some vendors go to a type of quota-based scenario.” 

Griggs points to the case of Citrix (citrix.com), which launched a campuswide licensing option 
for educational organizations back in December 2009. Part of Citrix’s Education License Program, 
the system allows the company’s XenDesktop 4 to deliver different types of virtual desktops that 
students can access from any location or device for one low, fi xed cost.

IBM (ibm.com) is also making vigorous efforts to change licensing practices, according to Steve 
Gold, director of worldwide marketing and global education for IBM’s SPSS statistics software. 
Over the past year, in response to the growing use of virtualization, IBM has been offering an SPSS 
Campus Edition licensing plan that provides optional contract riders for home, hospital, and vir-
tual computer lab use, as well as a variety of software bundles. The plan will eventually be extend-
ed to other IBM software products. 

“Engaging educational institutions is critical to showing our support for virtualization,” says 
Gold. “Virtualization reduces a number of critical costs for universities so they can redeploy the 
funds in other areas. The ‘win’ for the vendor is that universities get the latest and greatest tech-
nologies that are in demand in the private sector. The private sector gains from students who are 
better skilled. If the vendor doesn’t supply those technologies, universities may drop the vendor. 
So it’s essential to take the long-term view.”

A LICENSE TO DREAM
WHAT WILL ACADEMIC software licensing look like a few years from now? Campus IT directors have yet to come up with a satisfactory answer, 
but here are the top items on their wish list: 

Change outmoded licensing definitions. As physical and vir tual spaces converge—and technology advances—such definitions as campus 
and site licenses may become obsolete. “The definitions will need to be clarified, and the licensing terms and conditions will need to change,” 
says Raechelle Clemmons, CIO of Menlo College (CA). “The type of support may need to change, too.” 

Revamp pricing structures. At the Virginia Software Summit, held in August 2010 at Virginia Commonwealth University in Richmond, campus 
IT heads agreed unanimously that license pricing needs to be streamlined. Suggestions included scaled pricing, with heavy users paying “full 
price” and light users a lower fee; site licenses only for commonly used tools that software-as-a-service can track; and a new pricing structure 
for campus/cloud/VCL environments. Vir tualization can help develop such a structure, says Art Vandenberg, an information technologist at 
Georgia State University, since it allows campuses to negotiate more forcefully with software providers. “We can go to a vendor and say, ‘We 
have records of usage: We need only 800 licenses, not 10,000 like we had before.’”

Collect and share data. Gathering precise information about software usage is vital to defining standards. And vendors can help by tracking 
and sharing that data, says Sharon Pitt, executive director of the division of instructional technology at George Mason University (VA). “We 
often end up paying for tools that we don’t use. The more forthcoming vendors are, the better we can work with them.”

P U R C H A S I N G
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availability of devices with capabilities for-
merly available only in classrooms or labs. 
“Students come to campus with an iPad, a 
laptop, and a smartphone,” she says. “They 
expect to access the same software from any 
of those devices. Why should we pay for 
four copies of a particular license when they 
use the same software on diff erent devices?”

That’s a question several college IT 
heads are asking. They claim that software 
should be licensed based on the number of 
users, not by the device or location. It’s cer-
tainly an approach that has achieved some 
traction on campuses. Institutions such as 
George Mason and Weber State University 
(UT) have been able to forgo site licenses 
in favor of cheaper individual licenses by 
installing scheduling software in their 
VCLs. Students now reserve a time slot to 
use the software, ensuring that only one 
student can use a license at any one time.

To Henry Schaff er, a noted information 
technologist and professor emeritus at 
North Carolina State University, this kind 
of approach represents a viable, simple 
solution. “I don’t think vendors should be 
concerned whether I buy 100 small com-
puters or one big computer,” he says. 
“Instead, they should be concerned about 
how much of their software I use. A lot of 
vendors are very nervous, but much of that 
is not justifi ed. My experience with the 
vendors is that they are uncertain what vir-
tualization really means.”  

Ironically, virtualization—and its abili-
ty to generate detailed usage data—may 
lead colleges to purchase more software, 
not less as some vendors fear. “We’re more 
confi dent that we can plan what software 
we need,” says Art Vandenberg, an infor-
mation technologist at Georgia State Uni-
versity, which began its virtualization 
eff orts years ago and is now implementing 
open source VCLs. “In a VCL, we have a 
better and more granular way of seeing 
who is using what. We can take our limited 
dollars and allocate those dollars in a 
wiser and better way.” 

And, in Vandenberg’s view, those dol-
lars are likely to go toward purchasing 

additional software modules that a depart-
ment always wanted but couldn’t aff ord. 
“Vendors would think there’s a whole new 
marketplace here,” he says.

Lee Thompson, deputy CIO at Califor-
nia State University, East Bay, concurs. 
His university recently began a VCL pilot 
project, and Thompson is working with 
vendors to make sure it’s advantageous to 
them. “We see it as adding to their busi-
ness,” says Thompson. “It should be a win 
for them as well as for us.” 

Facilitating License 
Management
Reallocating software costs isn’t the only 
benefi t of virtualization: For IT administra-
tors, it makes it easier to manage the thou-
sands of licenses a typical institution uses. 

“In our environment, we have a lot of 
named-user licenses to track,” explains Sha-
ron Blanton, CIO at Portland State Univer-
sity (OR). “And keeping track of individual 
licenses can be costly. If you move to a vir-
tual desktop, you put the licenses on a serv-
er. When the person needs the license, he 
can check it out, use it, and give it back.”

But, laments Blanton, “not every vendor 
will let you do that. We have to meet with 
every single software vendor and negotiate.”

For now, both vendors and higher ed 
institutions are feeling their way through the 
licensing maze, negotiating terms on an ad 
hoc basis. A notable fi rst step toward defi n-
ing standards was the Virginia Software 
Summit, held in August 2010 at Virginia 
Commonwealth University in Richmond. 
Participants—all higher ed IT directors—
focused specifi cally on the licensing chal-
lenges that new technology and new 
service-delivery models present. The con-
sensus, according to the meeting notes, was: 
“There are a great deal of options and we do 
not know what is right.” But it’s clear that 
new licensing standards are inevitable, and 
that they’re likely to shake up the industry. 

“Vendors don’t know how to approach a 
virtual world,” says Cal State’s Thompson. 
“Eventually they will see this as something 
to their advantage. But for now it is new. 
This is a paradigm shift that we’re all going 
through.” 

Rama Ramaswami is a business and technol-
ogy writer based in New York City.
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A VIRTUAL WORLD FREE OF PIRACY
FEW VENDORS HAVE experience working with colleges in a virtual environment, says Henry 
Schaffer, an information technologist and professor emeritus at North Carolina State Univer-
sity and a key architect of NCSU’s pioneering virtual computing lab (VCL). As a result, “there’s a 
lot of uncertainty and a lot of fear,” he notes. “I believe that vendors are afraid of piracy, but 
they’re also afraid of the unknown, and that the unknown will enable more piracy.”

Piracy, he emphasizes, is not an issue at NCSU. “I will not put up with piracy on my campus,” 
he declares. “We allow virtual access and we use virtual hardware, but we follow all the software 
license requirements just as if they were separate computers.”

NCSU uses mostly site or concurrent licenses. What virtualization has made possible, though, 
is the precise administration of those licenses. The college’s VCL, built primarily on the VMware 
(vmware.com) virtualization platform, lets system administrators know exactly which application 
is in use and by whom. 

Users fi rst log in to reserve access to an application. On the next screen, a drop-down menu allows 
them to choose when and for how long they need the reservation: While the maximum permitted is 
four hours, it’s possible to schedule time for an entire semester-long project. The applications listed 
in the drop-down menu that follows are controllable on a per-user basis. For example, some software 
may be licensed to be available only to particular groups, such as a specifi c class. If a user discon-
nects (i.e., shuts down his computer) and does not reconnect within a set period of time, the system 
ends the reservation and makes the “seat” available to other users. In special cases, such as long 
simulations, the system can be set to ignore a disconnect.

Schaffer is confi dent that the system ensures complete compliance with licensing require-
ments. The VCL uses the LDAP client-server protocol for user authentication, and can check with 
vendors’ software license-management programs (such as FlexNet Publisher and KeyServer) to 
determine if a seat is available. If users ask for a reservation when none is available, they receive 
a scheduling timetable showing when the next seat will open up.
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WHETHER YOU’RE ON WALL STREET, in Congress, or working in an IT 
shop on campus, negotiating a good deal is hard work. If you put in the hours up 
front and prepare, though, you can save your institution a bundle. As higher 

education enters its purchasing season, CT talks to deal makers who’ve been there and done 
that. Here are their tips for getting the most value from vendors the next time you buy hardware, 
software, or services for your institution.

OF THE DEAL

CT shares insider secrets for 
        negotiating with vendors and 
   getting the deal you want. By Dian Schaffhauser

13 SECRETS
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1) Talk to stakeholders before 
you go shopping. 
“The biggest mistake, clearly head and 
shoulders above everything else, is not 
getting all three groups—IT people, 
users, and the purchasing department—
involved early on,” says Grant Crawford, 
CIO of the Midwestern Higher Education 
Compact (MHEC), one of four compacts 
in the country that help state organiza-
tions reduce their costs through consor-
tia-based purchase agreements. Grant 
stresses that each constituency has a valu-
able role to play in defi ning requirements. 
“You don’t want purchasing or IT saying 
to the other, ‘Why did you agree to that?’” 
he explains. “And you don’t want to say to 
the user, ‘Yeah, I went out and bought you 
this stuff .’” They may not 
want it.

2) Do the analysis 
before buying. 
Strata Information Group 
(sigcorp.com), an IT consul-
tancy for higher ed institu-
tions, advises its clients to spend time on 
their business-process analysis before shop-
ping. Strata works with institutions such as 
Portland State University (OR), St. Mary’s 
University (TX), and the San Mateo Com-
munity College District (CA) on strategic 
planning, purchasing, and implementation 
of technology. “If you’re not careful,” says 
cofounder Henry Eimstad, “institutions 
will pick a system that looks like the one 
they have, because that’s what they know.” 
If the school can step back and think about 
what an ideal system would look like, it’ll 
do a better job at selecting a solution that 
more closely meets its real needs. This 
approach “gets people working as a team 
early,” explains Eimstad. “It gets them 
vested in the whole process, which is help-
ful to the implementation. If the end users 
feel as if they had a role in determining 
requirements and making the selections, 
they’ll be more committed to making the 
system work.”

3) Participate in your state’s 
purchasing consortium. 
If your institution belongs to a compact, 
volunteer on a technology committee. Its 
work can potentially involve hundreds of 

millions of dollars. In return for your con-
tribution, you’ll gain expertise in vendor 
negotiations. “If you’re in a small state 
college, you’re not going to deal with cor-
porate vice presidents when you negoti-
ate,” says MHEC’s Crawford. “Through 
committee work you will get that expo-
sure. You’ll get to talk about much bigger 
things, and you’ll get to work with a group 
of people that has very broad expertise in 
the fi eld.”

4) Make just-in-time 
purchases. 
Frequently, when you purchase technolo-
gy, you need some components earlier 
than others. The key: Only pay for what 
you require now. On the hardware side, for 

example, “don’t buy the big production 
machine needed to support 20,000 
machines when what you’re doing is test-
ing and training,” advises Strata’s Eims-
tad. “The price of hardware goes down and 
the performance goes up. We say: ‘Buy 
what you need as you need it and grow into 
it.’” The same is true for software. You’ll 
need certain systems, such as a database, 
at the beginning, but you won’t require 
plenty of add-on modules for one, two, or 
even three years. “People typically don’t 
implement degree audit until they’ve 
brought up the fi nance and student sys-
tems,” explains Eimstad as an example. 
“So add that later and, at the same time, 
avoid paying maintenance on it.”

5) Solicit bids from at least 
two viable competitors. 
Companies tend to work harder in a com-
petitive situation. But you’ll lose that 
advantage if one of them fi gures out that 
it has your business in the bag. “A school 
falls in love with a vendor and will let 
that be known,” sighs Eimstad. “You 
don’t get much in the way of price reduc-
tions if a company knows it has the busi-
ness.” He advises everyone who attends a 

product demonstration to “put on their 
poker faces.” That means no smiling if 
participants love something; no frowning 
if they hate it. “Just do the evaluation and 
don’t indicate which way you’re orient-
ed,” he says.

6) Vendors are people, too. 
A good working relationship with vendors 
can lead to price breaks, so treat them as 
you would like to be treated. Sometimes, 

the small details make all the diff erence—
like recognizing that vendors take holidays 
off , too. When setting a due date for an 
RFP, for example, Dec. 20 is a lot more 
considerate than Jan. 2. During negotia-
tions with a vendor, MHEC’s Crawford 
makes it a policy to ask, “Where do you 
have trouble dealing with us?” He then 
promises to work on those areas pinpoint-
ed by the vendor. Too often, institutional 
purchasers also include stipulations in 
RFPs that have no real bearing on the ulti-
mate decision, but nevertheless require a 
lot of work, such as supplying the last 10 
years of fi nancial statements. Crawford 
works hard to make sure that any requests 
made of vendors serve a purpose.  

7) A demo is more effective 
than a lengthy RFP. 
In the old days, prospective customers 
would send out RFPs with hundreds of 
requirements. “The vendors would work 
for weeks and weeks responding to those 
things,” recalls Strata’s Eimstad. “And 
the evaluation team was then faced with 
binders full of information.” Now Strata 
works with clients to nail down key 
requirements and then develops a script 
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to guide the vendor through a demonstra-
tion. By having scripts, Eimstad says, 
“you force vendors to show you every-
thing: Show us how to register a student. 
Show us how to enter a purchase requisi-
tion. Show us how to pay somebody. Show 
us the self-service functions.”

8) Negotiations aren’t 
all about pricing. 
A price reduction shouldn’t be the 
only item on the table, says MHEC’s 
Crawford: “Consider deals on little 
stuff  that adds up: shipping, longer 
warranties, multiple addresses for 
shipping, training, faster delivery, 
right of refusal.” And if you’re involved in 
any kind of collective purchasing, don’t 
forget about the right for existing custom-
ers to participate in the new deal. “Many 
software vendors will not entertain exist-
ing customers evolving into the contract 
when there’s a maintenance payment 
involved, because that’s bread and butter 
to the vendor,” says Crawford. “We’ll bar-
gain hard to get existing customers includ-
ed.” To take advantage of the new terms, 
though, existing customers sometimes 
must buy something new.

9) Avoid signing a contract 
straight from the vendor. 
By their very nature, vendor contracts are 
going to protect the vendor more than they 
protect you. That’s one reason to work 
within a buying consortium, such as 
MHEC, since these organizations have 
already negotiated vendor contracts that 

take customer interests into account. A 
school can still issue an RFP to select a 
winner, but use the consortium contract—
with its pre-negotiated terms—as the actu-
al purchase vehicle. Otherwise, consider 
hiring an independent consulting fi rm to 
help you understand the terms and to repre-
sent your interests. Even then, some aspects 

of a vendor contract may turn out to be 
non-negotiable. “Good luck on changing 
very much,” acknowledges Eimstad, who 
says that the largest vendors are often the 
least fl exible. His strategy is to work with 
the client’s legal counsel to fi gure out what 
terms and conditions are most important.

10) Limit and control 
escalation factors.
There’s usually an escalation clause in a 
maintenance contract that specifi es how 
much fees will increase each year. “When 
you look at it, a 7 percent increase doesn’t 
seem so bad for a couple of years,” says Eim-
stad. “But if you project that out 10 years, 
[the fees] would have nearly doubled.”

11) Decide how much training 
and consulting you need. 
When you’re buying new technology, the 
purchase frequently needs to cover addi-

tional vendor services. 
In many cases, says 
Eimstad, the vendor 
will either underbid or 
overbid for these ser-
vices. Your job is to 
get the right level of 
service, and to under-
stand what you’re 
actually buying. This 
includes items such 
as travel costs and 
cancellation require-
ments. “You can’t call 
a vendor on Friday 
and say, ‘Hey, that 
consultant coming out 

on Monday—we don’t want him. We’re not 
ready,’” says Eimstad. “That’s not fair to 
the vendor. So fi nd out whether it’s two 
weeks’ notice, a month, or something else.” 
Talking with other institutions that have 
implemented the same software, service, 
or hardware can be helpful in setting a 
realistic level of expectation.

12) Look at alternative 
service providers. 
Just because you’re buying gear or software 
from one vendor, don’t assume you also 
need to purchase services from that same 
company. “We hear, ‘Oh, I need to get all 
the services from that vendor so I have one 
throat to choke,’” declares Eimstad. “But, 
at the end of the day, you’re not buying to 
choke anybody. It’s about having a good 
implementation.” Going that route limits 
your options, too. “You have less leverage if 
they send out a consultant you don’t like,” 
he explains. “If you request someone else, 
they may respond, ‘Well, you have to wait 
six months because nobody is free.’” By not 
committing to those services up front, you 
can tell the company you’re going to anoth-
er vendor, which may encourage it to assign 
a diff erent consultant. If not, you can fi nd 
the alternative yourself.

13) Walk away if you 
don’t fi nd the right deal. 
Sometimes an RFP just doesn’t work out, 
says MHEC’s Crawford: Vendors don’t 
respond; the off erings don’t mesh with the 
needs; the terms aren’t in the same ball-
park as the budget. “Last year we did a 
web-conferencing RFP and didn’t fi nd 
anything suitable, so we declared it failed 
and closed up shop on that one,” he 
recalls. In the technology business, change 
is a given—a year or 18 months may make 
a world of diff erence in fi nding the right 
product or service. 

Dian Schaff hauser is a senior contributing 
editor of this magazine.

“You don’t get much in the way of price 
reductions if a company knows it has the

 business.” —Henry Eimstad, Strata Information Group

38 CAMPUS TECHNOLOGY | July 2011

HIGHER 
    EDUCATION
COMPACTS
There are four higher education compacts in the US. For links to 
each compact, visit campustechnology.com/0711_negotiation.

Midwestern Higher Education Compact (MHEC)

New England Board of Higher Education (NEBHE)

Southern Regional Education Board (SREB)

Western Interstate Commission for Higher Education (WICHE)

P U R C H A S I N G
SMARTSHOPPERS



tdwi.org/SD2011

WORLD CONFERENCE SERIES

San Diego, CA // August 7–12, 2011

IN-DEPTH COURSES IN BUSINESS INTELLIGENCE AND DATA WAREHOUSING

Developing the 
Intelligent Enterprise

Evolving Your Agile
BI Environment

At the TDWI World Conference in San Diego, you’ll learn how the agile approach applies to multiple facets 

of your BI/DW environment—from team structure to project management, system design, development, 

and analytics. Discover how BI/DW teams are building on the four pillars of agile development—analytics, 

organizations, environments, and architectures—to make their businesses more nimble, intelligent, and 

ultimately, more profi table. 

//   LEARN ESSENTIALS FOR BUILDING YOUR BUSINESS 

INTELLIGENCE FOUNDATION

//   DISCOVER AGILE BUSINESS INTELLIGENCE DESIGN 

TECHNIQUES

//   EXPLORE AGILE AND ADAPTIVE METHODS FOR AGILE 

ANALYTICS, AGILE DATA MODELING, AGILE ORGANIZA-

TIONAL STRUCTURE, AND AGILE INFRASTRUCTURE

//   CERTIFICATION, GURU SESSIONS, AND MORE 

EARLY 
REGISTRATION 
DISCOUNT

SPECIAL 
OFFER

Register by May 13 and save up to $250
USE PRIORITY CODE SD12

Untitled-1   1 6/10/11   10:31 AM



190 West Ostend Street | Suite 110 | Baltimore, MD 21230 |  P: +1 410.779.3400 | F: +1 443.817.0976          

joule 2: The Next Generation of Moodle in an Enterprise Platform  

enterprise-level developments and service options that enable campuses to deliver 
the most effective and engaging online learning environments.

The release of Moodle 2 represented an evolution in the possibilities for enterprise 
Moodle use. With joule 2, the newest iteration of Moodlerooms’ enterprise e-Learning 
platform, Moodlerooms harnesses the evolving capabilities of Moodle 2 and provides 

feature innovations and new service offerings to ensure a seamless transition.

New   features
User Interface 

enhancements 

Folder View 

Personalized 
Learning Designer

Rubrics

Reporting

Synchronous 

proud to be a 

6

Untitled-3   1 6/6/11   3:25 PM



AT A TIME WHEN HIGHER EDUCATION is enduring stomach-churning budget cuts, institutions are under 
more pressure than ever to make each dollar count. While cuts in staff  and services are often an unpleasant part of the 
solution, the drive toward greater effi  ciency also means getting smart about purchasing. And, increasingly, universities 
and colleges are turning to business intelligence tools to help them monitor spending and fi nd economies of scale. 

BI has long been used in higher education to tackle a range of campus issues, but spending is a diff erent kettle of 
fi sh altogether: Typically, each university division or department handles its purchasing separately, and often uses 
diff erent systems to manage contracts, purchase orders, and invoices. Despite the challenges, two institutions—Bowl-
ing Green State University (OH) and Cornell University (NY)—have shown that, with an e-procurement system in 
place and a lot of hard work, BI tools can lead to signifi cant savings and increased control over how university dollars 
are spent. And, interestingly, the schools have taken radically diff erent approaches to the problem.

Two universities apply 
the principles of business 
intelligence to procurement 
and purchasing, with 
signifi cant results. 

By Jennifer Demski
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The Macro Approach
When Bowling Green investigated e-
procurement solutions as a way to central-
ize purchasing and increase contract 
compliance, it discovered that it was not 
alone in its search. “Three other state 
schools in Ohio were looking for a similar 
solution, and another three were already 
running SciQuest (sciquest.com), an e-
procurement tool,” says Andrew Grant, 
director of business operations at Bowling 
Green. “We felt that trying to have a like 
system across our seven campuses would 
not only bring some uniformity but would 
also allow us to look at each other’s pur-
chasing data from a centralized point, and 
to be able to procure with larger vol-
umes—and, therefore, better prices—
than we’d have as individual schools.” 

As a result, in June 2010, Bowling 
Green adopted the SciQuest e-procure-
ment tool, and became part of an Ohio-
based purchasing consortium with Ohio 
University, Shawnee State University, Kent 
State University, Youngstown State Univer-

sity, Miami University, and Wright State 
University. 

Although SciQuest is not specifi cally 
designed to be a business intelligence tool, 
the data mined from the shared purchas-
ing histories of the seven schools have pro-
vided Bowling Green and its partners with 
plenty of savings. From an examination of 
the schools’ spending history for mainte-
nance, repair, and operations, for example, 
the consortium identifi ed a range of identi-
cal items that the schools all purchased 
separately—at a higher price than they 
would have paid by buying together.

“We can now see that we buy 10,000 
units of a specifi c brand of light bulbs, and 
another school in the consortium buys 
5,000,” explains Grant. “We can combine 
those purchases into a market basket to be 
purchased from a single vendor, and we 
can use our purchasing history data as 
leverage when getting bids from vendors 

for the lowest price.” 
In fact, initial data gathered on Sci-

Quest showed a surprisingly high number 
of technology vendors serving the needs of 
departments within Bowling Green and 
the six other schools in the consortium. 
Grant wanted to deal with just a single 
tech vendor, so he worked with CDW-G to 
negotiate a deal for the consortium. The 
deal eventually grew into a tiered, dis-
counted contract that applies to all 14 
schools in the Ohio State University sys-
tem, Ohio’s community colleges, and all 
the private universities within the state of 
Ohio—87 schools in total. “We now have 
a relationship with a single vendor with 
volume discounting on every tech-related 
category that’s better than any group-
purchasing organization [GPO] contract 
in the market right now,” notes Grant.

On Bowling Green’s campus, the Sci-
Quest e-procurement system has also 
reduced rogue and noncontract spending 
in non-tech areas by creating a virtual cen-
tralized purchasing department. Online 

catalogs of more than 40 preferred ven-
dors, with which Bowling Green or a third-
party GPO has negotiated favorable 
contracts, are available to university staff  
through the SciQuest tool. Purchase 
orders are automatically generated 
through the system, rather than being 
handwritten and processed into separate 
systems by each department. 

“These automated processes mean that 
we have more contract compliance and 
more purchasing data than ever,” says 
Grant. 

By using SciQuest to consolidate the 
school’s contracted vendors and make 
catalogs of preferred vendors available, 
Bowling Green has averaged savings of 15 
percent. Plus, Grant can identify any pur-
chases made from vendors with which 
Bowling Green has not negotiated a con-
tract, allowing him to follow up.

“SciQuest drives people toward the con-

tracts,” explains Grant. “It drives people 
toward the partners that we want them to 
use, with whom we’ve negotiated the best 
deals.”

The Micro Approach
Like Bowling Green, Cornell University 
wanted to centralize its spending and 
reduce costs when it fi rst began exploring 
the use of BI tools in purchasing. Instead 
of leveraging the power of a consortium, 
however, Cornell focused its eff orts on cre-
ating a data system that could drill down 
to the stock-keeping unit (SKU) level, and 
had the fl exibility to create reports on a 
variety of data points so sourcing manag-
ers could identify cost-cutting opportuni-
ties across the university’s campuses. Back 
in 2007, the school had implemented a 
third-party system to do this, but found it 
too rigid for the higher ed market. 

“We needed to be able to separate data 
into restricted and nonrestricted funds, 
federal dollars and state dollars,” explains 
Thomas Romantic, senior director of sup-

ply channel management and business ser-
vices. “We needed to have more control 
over how the data was classifi ed, and to be 
able to modify how we classifi ed the data 
as our knowledge grew.”

In 2008, Cornell began work with Tonto 
Verde, a Phoenix-based software company, 
to create Spend Viz (spendviz.com), a 
robust data-analysis and reporting tool. 
Spend Viz pulls purchasing information 
from Cornell’s existing payment-requisi-
tion, procurement-card, and e-procurement 
systems to provide a complete view of 
enterprise spending, including what’s 
being purchased, by whom, and from 
whom. Detailed levels of classifi cation can 
be retroactively modifi ed as reporting 
needs change. 

When the university unveiled the tool in 
July 2009, it simultaneously launched a 
fi ve-year procurement-savings initiative on 
Cornell campuses. On the table was $450 
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million, out of which the school aimed to 
cut $30 million to $40 million by 2014. 
“That’s an 8 percent to 10 percent reduc-
tion that we need to identify by using data 
to consolidate vendors, consolidate spend-
ing, and explore diff erent ways of attacking 
things,” notes Romantic. To date, the uni-
versity has achieved $6.5 million in reduc-
tions through its use of the Spend Viz 
system.

As a major research institution, Cornell 

spends a signifi cant amount on lab and sci-
entifi c supplies. By running purchasing 
data through the Spend Viz system, the 
university was able to determine how much 
money was being spent with each of its sup-
ply manufacturers. It then leveraged the 
relationship between the manufacturers 
and their four main distributors to reduce 
the costs of the most common lab and sci-
entifi c supplies. 

“We’re trying to spend with a distribu-

tor through a manufacturer,” explains 
Romantic. “The manufacturer now pro-
vides discounts to us directly because it’s 
getting visibility and recognition on cam-
pus that it wasn’t getting before.” This 
approach alone has garnered savings in 
excess of $1 million.

And by tracking purchasing data to the 
SKU level, including quantity and histori-
cal pricing information, Cornell has been 
able to hold reverse auctions for commodi-
ties (such as toner), where three or four 
suppliers are invited to an online bidding 
event. For 15 to 30 minutes, vendors 
anony mously bid against each other in an 
eBay-style auction on a list of SKU num-
bers and corresponding quantities. 

Before Spend Viz performed a SKU-
level analysis, this type of bidding event 
wasn’t possible at Cornell. “It’s one thing 
to know that you’re spending x amount on 
a specifi c commodity, but you need to 
know the specifi c SKUs that are driving 
that spending,” explains Romantic. “With 
Spend Viz, we can use the historical pric-
ing data to set a baseline to calculate our 
savings.” Cornell’s reverse auctions typi-
cally result in prices 10 percent to 25 per-
cent lower than those established after 
years of bidding and renegotiations.

Although Spend Viz was intended to be 
an internal tool for Cornell’s procurement 
offi  ce and sourcing managers, signifi cant 
interest on campus has seen its use expand 
to 85 to 100 users in various departments. 

These users can create and view depart-
ment-specifi c reports with the tool’s dash-
board, and request the inclusion of data 
specifi c to their departments’ needs. For 
example, the university’s community-
relations team tracked spending by ZIP 
code so they could determine how much 
money the school was spending with local 
businesses.  “Because we designed the clas-
sifi cation, rules, and business logic that 
apply to our data, we can easily go back 
and run the data through a reclassifi cation 
program,” notes Romantic. “It’s very pow-
erful, and it’s why we created our own tool. 
You need to have control of your data and 
understand exactly how your data is being 
classifi ed.” 

Jennifer Demski is a freelance writer based 
in Brooklyn, NY.
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For more than a quarter-million stu-
dents each year at the Los Angeles 
Community College District, mobile 
devices and social software are criti-
cal tools for success. That’s because 
these are often students’ best and 
sometimes only ways to connect with 
peers, instructors, and education 
resources. In a recent interview, CT 
asked LACCD CIO Jorge Mata to dis-
cuss how institutions need to adapt 
their security strategies to encom-
pass—and embrace—these tools. 

CAMPUS TECHNOLOGY: What is the 
impact of social software and mobile 
technology at LACCD?

JORGE MATA: Social media and 
mobility represent incredible promise 
at LACCD and in higher education in 
general. It is about going where the 
students are: The customers are there, 

and that’s where you want to have 
your message. You want to join the 
dialogue, because the big conversation 
that uses these tools is going on 24/7, 
and it’s going in every direction. 

CT: What are the usual expectations 
about security relating to mobile and 
social media?

MATA: I think there is a tendency 
on the part of some administrators, 

once issues of security are brought 
up, to try to stop the conversation—
it’s often the fi rst reaction. But as I 
always tell my boss, “If you only want 
me to tell you to stop, you are paying 
me way too much.” IT departments 
and professionals should be in the 
business of how: How do we leverage 
social software and mobility? How do 
we make it safe? How do we allow the 
right things to happen?

A lot of older security technology 
has been very black and white—ei-
ther “yes, you can do it,” or “no, you 
can’t.” But the amount of content is 
so overwhelming now, that the minute 
you say no to one thing, you create 
a detrimental effect on another. For 
example, your institution may have a 
course on social media that actu-
ally teaches and requires the use of 
social software tools 
that you might have 

blocked in another 
context. You can’t take 
a draconian approach in higher educa-
tion. To me, blocking is a manifesta-
tion of failure—a sign that I’ve not 
been able to do my job. Again, I’m re-
ally in the business of how, and that’s 
where I should put my efforts.

CT: Are social software and mobility 
dramatically changing the way you ap-
proach security?

MATA: Absolutely. In the past, user 
interactions were siloed, as in one 
person talking with a particular 
application. With newer, mobile 
technology and social media, you 
are suddenly looking at thousands 
of conversations that are happening 
simultaneously. This is overwhelming 
to traditional security, to legacy tools. 
We need to use security tools that 
are appropriate for this new environ-
ment, tools that will let you fi nd that 
one element within thousands of 
concurrent sessions that may be an 
attack—fi nd it and then surgically 
remove it.

That’s what’s new in security strat-
egy: technology and security profes-
sionals looking more at the behavior 
and dynamic nature of interactions. 
This is not something that we did 

in the past. If you 
have chosen to stick 
to your traditional 
tools, you are al-
ready in trouble. In-
stead, you now need 
to use leading-edge 
security technolo-
gies—tools that can 
be driven by policy, 
that recognize 
identity, that work 
with mobile and 

social applications and their subcom-
ponents in ways that let you apply 
business rules. You can’t just block 
applications anymore. Applications 
tied to a specifi c port that you can 
turn off are a thing of the past. You 
have to understand how to enable 
applications safely. We will all be 
going in that direction. It’s just a 
matter of time.  

Trendspotter
A New Frontier in Security
IT’s job is to fi nd security strategies that enable mobile and social apps.  
By Mary Grush
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“IT departments and professionals 

should be in the business of how: How 

do we leverage social software and 

mobility? How do we make it safe?”
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